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LAMPIRAN
Lampiran 1

Konfigurasi rules yang digunakan pada Snort

# Setup the ne rk addr you are protecting

Ipvar HOME_NET 192.168.1.9

# Setup the external network addresses. Leave as “any” in most situations
Ipvar EXTERNAL_NET !$HOME_NET

var RULE_PATH /etc/snort/rules

var SO_RULE_PATH /etc/snort/so_rules

var PREPROC_RULE_PATH

/etc/snort/preproc_rules

var WHITE_LIST_PATH /etc/snort/rules/iplists

var BLACK_LIST_PATH /etc/snort/rules/iplists

config daq: afpacket

config daq_dir: /usr/local/lib/snort_dynamicrules

config daq_mode: inline

config policy_mode: inline

config daq_var: =

# path to dyanmic preprocessor libraries

dynamicpreprocessor dictory c:\snort\lib\snort_dynamicpreprocessor
# path to base preprocessor engine

dynamicengine c:\snort\lib\snort_dynamicengine\sf.engine.dll

# path to dynamic rules libraries

# dynamicdetection directory

/usr/local/lib/snort_dynamicrles

# Setup the network addr you are protecting
ipvar HOME_NET 192.168.1.9

# FTP / Telnet normalization and anomaly detection. For more information, see README.ftptelnet
preprocessor ftp_telnet: global inspection_type stateful encrypted_traffic no check_encrypted
preprocessor ftp_telnet_protocol: telnet \

ayt_attack_thresh 20 \

normalize ports { 23 } \

detect_anomalies

preprocessor ftp_telnet_protocol: ftp server default \
def_max_param_len 188 \
ports { 21 21ee 3535 } \
telnet_cmds yes \
ignore_telnet_erase_cmds yes \
ftp_cmds ABOR ACCT ADAT ALLO APPE AUTH CCC CDUP } \
ftp_cmds CEL CLNT CMD CONF CWD DELE ENC EPRT } \
ftp_cmds EPSV ESTA ESTP FEAT HELP LANG LIST LPRT
ftp_cmds LPSV MACB MAIL MDTM MIC MKD MLSD MLST }
ftp_cmds MODE NLST NOOP OPTS PASS PASV PBSZ PORT
ftp_cmds PROT PWD QUIT REIN REST RETR RMD RNFR }
ftp_cmds RNTO SDUP SITE SIZE SMNT STAT STOR STOU
ftp_cmds STRU SYST TEST TYPE USER XCUP XCRC XCWD
ftp_cmds XMAS XMD5 XMKD XPWD XRCP XRMD XRSQ XSEM
ftp_cmds { XSEN XSHA1 XSHA256 } \
alt_max_param_len @ { ABOR CCC CDUP ESTA FEAT LPSV NOOP PASV PWD QUIT REIN OU SYST XCUP XPWD } \
alt_max_param_len 20@ { ALLO APPE CMD HELP NLST RETR RNFR STOR STOU XMKD } \
alt_max_param_len 256 { CWD RNTO } \
alt_max_param_len 488 { PORT } \
alt_max_param_len 512 { SIZE } \
chk_str_fmt { ACCT ADAT ALLO APPE AUTH CEL CLNT CMD } \
chk_str_fmt { CONF CWD DELE ENC EPRT EPSV ESTP HELP } \
chk_str_fmt { LANG LIST LPRT MACB MAIL MDTM MIC MKD } \
chk_str_fmt { MLSD MLST MODE NLST OPTS PASS PBSZ PORT } \
chk_str_fmt { PROT REST RETR RMD RNFR RNTO SDUP SITE } \
chk_str_fmt { SIZE SMNT STAT STOR STRU TEST TYPE USER } \
chk_str_fmt { XCRC XCWD XMAS XMD5 XMKD XRCP XRMD XRSQ } \
chk_str_fmt { XSEM XSEN XSHA1 XSHA256 } \

cmd_validity ALLO < int [ char R int ] > \

cmd_validity EPSV < [ { char 12 | char A char L char L } ] >\

cmd_validity MACB < string > \
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cmd_validity
cmd_validity
cmd_validity
cmd_validity
cmd_validity
emd_validity

MDTM
MODE
PORT
PROT
STRU
TYPE

[ date nnnnnnnnnnnnnn[.n[n[n]]] ] string > \

char ASBCZ > \

host_port > \

char CSEP > \

char FRPO [ string ] > \

{ char AE [ char NTC ] | char I | char L [ number ] } >

<
<
<
<
<
<

preprocessor ftp_telnet_protocol: ftp client default \
max_resp_len 256 \

bounce yes \

ignore_telnet_erase_cmds yes \
telnet_cmds yes

# SMTP normalization and anomaly detection. For more information, see README.SMTP
preprocessor smtp: ports { 25 465 587 691 } \

inspection_type stateful \

b64_decode_depth 8 \

qp_decode_depth © \

bitenc_decode_depth @ \

uu_decode_depth © \

log_mailfrom
log_rcptto \
log_filename

log_email_hdrs
normalize cmds
normalize_cmds
normalize_cmds
normalize_cmds
normalize_cmds

\

\

\
\
{
{
{
{

ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO EMAL ESAM ESND ESOM ETRN EVFY } \

EXPN HELO HELP IDENT MAIL NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SOML } \
STARTTLS TICK TIME TURN TURNME VERB VRFY X-ADAT X-DRCP X-ERCP X-EXCH5@ } \

X-EXPS X-LINK2STATE XADR XAUTH XCIR XEXCH5@ XGEN XLICENSE XQUE XSTA XTRN XUSR } \

max_command_line_len 512 \
max_header_line_len 160 \
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} enable_rdata_:

preprocessor ssi: ports [ 443 485 563 636 GBS 957 993 994 995 TEEL FH8 TIOe Fo@l 7987 THE3 TeB4 TS 7996 7987 TI6E 79e9 79l 7H11 FE11 T8

preprocessar sensitive dats: alert_threshold 25

: > Snort > etc > snort.conf

service \

unsubscribe \

prack }, \
max_uri_len 512, \
max_call_id_len 88, \
max_requestName_len 28, \
max_from_len 256, \
max_to_len 256, \
max_via_len 1024, \
max_contact_len 512, \
max_content_len 20848

# IMAP preprocessor. For more information see README.imap
preprocessor imap: \

ports { 143 } \

bé64_decode_depth © \

qp_decode_depth @ \

bitenc_decode_depth & \

uu_decode_depth ©

# POP preprocessor. For more information see README.pop
preprocessor pop: \

ports { 116 } \

b64_decode_depth © \

qp_decode_depth @ \

bitenc_decode_depth & \

uu_decode_depth @

# Modbus preproc or. For more information see README.modbus
preprocessor modbus: ports { 582 }
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C: > Snort > etc > snort.conf
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# DNP3 preprocessor. For more informatlion see README.dnp3
preprocessor dnp3: ports { 20000 } \

memcap 262144 \

check_crc

# Reputation preprocessor. For more information see README.reputatid

preprocessor reputation: \
memcap 560, \
priority whitelist, \
nested_ip inner#,

# metadata reference data. do not modify these lin
include classification.config
include reference.config

include c:\snort\etc\classification.config

include c:\snort\etc\reference.config

# site specific rules
include c:\snort\rules\snort3-community.rules
include c:\snort\rules\local.rules

include $RULE_PATH/app-detect.rules
include $RULE_PATH/attack-responses.rules
include $RULE_PATH/backdoor.rules

include $RULE_PATH/bad-traffic.rules
include $RULE_PATH/blacklist.rules
include $RULE_PATH/botnet-cnc.rules
include $RULE_PATH/browser-chrome.rules
include $RULE_PATH/browser-firefox.rules
include $RULE_PATH/browser-ie.rules
include $RULE_PATH/browser-other.rules
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include
include
include
include
include
include
include
include
include
include
include
include
include

include

include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include

$RULE_PATH/browser-other.rules
$RULE_PATH/browser-plugins.rules
$RULE_PATH/browser-webkit.rules
$RULE_PATH/chat.rules
$RULE_PATH/content-replace.rules
$RULE_PATH/ddos.rules
$RULE_PATH/dns.rules
$RULE_PATH/dos.rules
$RULE_PATH/experimental.rules
$RULE_PATH/exploit-kit.rules
$RULE_PATH/exploit.rules
$RULE_PATH/file-executable.rules
$RULE_PATH/file-flash.rules
$RULE_PATH/file-identify.rules
$RULE_PATH/file-image.rules
$RULE_PATH/file-multimedia.rules
$RULE_PATH/file-office.rules
$RULE_PATH/file-other.rules
$RULE_PATH/file-pdf.rules
$RULE_PATH/finger.rules
$RULE_PATH/ftp.rules
$RULE_PATH/icmp-info.rules
$RULE_PATH/icmp.rules
$RULE_PATH/imap.rules
$RULE_PATH/indicator-compromise.rules
$RULE_PATH/indicator-obfuscation.rules
$RULE_PATH/indicator-shellcode.rules
$RULE_PATH/info.rules
$RULE_PATH/malware-backdoor.rules
$RULE_PATH/malware-cnc.rules
$RULE_PATH/malware-other.rules
$RULE_PATH/malware-tools.rules
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include
include
include
include
include
include
include
include
include
include
include
include
include
include

include

include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include

$RULE_PATH/misc.rules
$RULE_PATH/multimedia.rules
$RULE_PATH/mysql.rules
$RULE_PATH/netbios.rules
$RULE_PATH/nntp.rules
$RULE_PATH/oracle.rules
$RULE_PATH/o0s-1linux.rules
$RULE_PATH/os-other.rules
$RULE_PATH/os-solaris.rules
$RULE_PATH/os-windows.rules
$RULE_PATH/other-ids.rules
$RULE_PATH/p2p.rules
$RULE_PATH/phishing-spam.rules
$RULE_PATH/policy-multimedia.rules
$RULE_PATH/policy-other.rules
$RULE_PATH/policy.rules
$RULE_PATH/policy-social.rules
$RULE_PATH/policy-spam.rules
$RULE_PATH/pop2.rules
$RULE_PATH/pop3.rules
$RULE_PATH/protocol-finger.rules
$RULE_PATH/protocol-ftp.rules
$RULE_PATH/protocol-icmp.rules
$RULE_PATH/protocol-imap.rules
$RULE_PATH/protocol-pop.rules
$RULE_PATH/protocol-services.rules
$RULE_PATH/protocol-voip.rules
$RULE_PATH/pua-adware.rules
$RULE_PATH/pua-other.rules
$RULE_PATH/pua-p2p.rules
$RULE_PATH/pua-toolbars.rules
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include
include
include
include
include
include
include
include
include
include
include
include

include
include

include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include
include

$RULE_PATH/rpc.rules
$RULE_PATH/rservices.rules
$RULE_PATH/scada.rules
$RULE_PATH/scan.rules
$RULE_PATH/server-apache.rules
$RULE_PATH/server-iis.rules
$RULE_PATH/server-mail.rules
$RULE_PATH/server-mssql.rules
$RULE_PATH/server-mysql.rules
$RULE_PATH/server-oracle.rules
$RULE_PATH/server-other.rules
$RULE_PATH/server-webapp.rules
$RULE_PATH/shellcode.rules
$RULE_PATH/smtp.rules
$RULE_PATH/snmp.rules
$RULE_PATH/specific-threats.rules
$RULE_PATH/spyware-put.rules
$RULE_PATH/sql.rules
$RULE_PATH/telnet.rules
$RULE_PATH/tftp.rules
$RULE_PATH/virus.rules
$RULE_PATH/voip.rules
$RULE_PATH/web-activex.rules
$RULE_PATH/web-attacks.rules
$RULE_PATH/web-cgi.rules
$RULE_PATH/web-client.rules
$RULE_PATH/web-coldfusion.rules
$RULE_PATH/web-frontpage.rules
$RULE_PATH/web-iis.rules
$RULE_PATH/web-misc.rules
$RULE PATH/web-php.rules




