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LAMPIRAN

Lampiran 1. Node.java

public class Node {
private Node left;
private Node right;
private String hash;

public Node(Node left, Node right, String hash) {
this.left = left;
this.right = right;
this.hash = hash;

public Node getLeft() {
return left;

public Node getRight() {
return right;

public void setRight(Node right) {
this.right = right;

public void setlLeft(Node left) {
this.left = left;

public String getHash() {
return hash;

public void setHash(String hash) {
this.hash = hash;
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Lampiran 2. MerkleTree.java

import java.util.ArraylList;
import java.util.linkedList;
import java.util.Queue;

public class MerkleTree {

private Hash hash= new Hash();
private int i = 1;

public Node generateTree(ArrayList<String> data) throws
Exception{
ArrayList<Node> childNodes = new ArrayList<>();

for (String message : data) {
childNodes.add(new Node(null, null,
hash.generateHash(message)));

}

return buildTree(childNodes);

private Node buildTree(ArrayList<Node> child) throws Exception {
ArraylList<Node>parents = new ArraylList<>();

if (child.size() == 1) {
return child.get(9);

while (child.size() != 1) {
int index = 0, length = child.size();
while (index < length) {

Node leftChild = child.get(index);
Node rightChild = null;

if ((index + 1) < length) {
rightChild = child.get(index + 1);
} else {
rightChild = new Node(null, null,
leftChild.getHash());

}

String parentHash =
hash.generateHash(leftChild.getHash() + rightChild.getHash());
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parents.add(new Node(leftChild, rightChild,
parentHash));
index += 2;
¥
child = parents;
parents = new ArraylList<>();

}
return child.get(9);

}

public void printMerkleTree(Node tree) {

if (tree == null) {
return;

}

if (tree.getLeft() == null && tree.getRight() == null) {
System.out.println(tree.getHash());
return;

Queue<Node> queue = new LinkedList<>();
queue.add(tree);
queue.add(null);

while (!queue.isEmpty()) {

Node node = queue.poll();
if (node != null) {
System.out.println("Hash-" + i + " = " +
node.getHash());
i++;
} else {
if (queue.isEmpty()) {
queue.add(null);
}

}
if (node != null && node.getLeft() != null) {

queue.add(node.getLeft());
System.out.println();}

if (node != null && node.getRight() != null) {
queue.add(node.getRight());}
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Lampiran 3. Hash.java

import java.security.MessageDigest;
public class Hash {
MessageDigest md;

public String generateHash(String message) throws Exception {
String hash = "";
md = MessageDigest.getInstance("SHA-256");

byte[] bytes = md.digest(message.getBytes("UTF-8"));

StringBuffer stringBuffer = new StringBuffer();
for (int i = 9; i < bytes.length; i++) {
String hex = Integer.toHexString(exff & bytes[i]);
if (hex.length() == 1) {
stringBuffer.append('0");

}
stringBuffer.append(hex);

}

hash += stringBuffer;
return hash;
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Lampiran 4. RSA.java

import java.util.Scanner;

public class RSA {
static Scanner in = new Scanner(System.in);
// Check Relative Prime
public long gcd(long a, long b) {

long gcd = 1;
for (long i = 1; i <= a && i <= b; i++) {
if (% 1i==028 &b % i==0){
ged = i;
}
}

return gcd;

// Check Prime Number
public boolean isPrime(long number) {
if (number == @ || number == 1) {
return false;
¥
for (int i = 2; i <= number / 2; ++i) {
if (number % i == 0) {
return false;

}

return true;

// KeyGeneration

public long[] generateKey() {
long n = 0,e = 0,d = 0;
long totient = ©;

System.out.println("Choose different prime numbers : ");

System.out.print("p : ");

long p = in.nextLong();

if (!isPrime(p)) {
System.out.println("p is not prime");
System.exit(9);

}

System.out.print("q : ");

long q = in.nextLong();

if (!isPrime(q)) {
System.out.println("q is not prime");
System.exit(9);
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¥

if (p==0a) {
System.out.println("p and q must different");
System.exit(0);

¥

n = p*q;

totient = (p-1)*(g-1);
System.out.print("Enter Public Key : ");
e = in.nextLong();
if (lisPrime(e)) {
System.out.println("e is not prime");
System.exit(0);

// Check if totient and e are relative prime
boolean check = gcd(e, totient) == 1 ? true : false;

if (check) {
d = generatePrivateKey(e, totient);

} else {
System.out.println("e and totient not relative prime");
System.exit(9);

long[] key = {n,e,d};
return key;

// Private Key Computation
public long generatePrivateKey(long e, long totient) {

long d = 0;
int i = 1;
while (true) {
d=(1+ 1 * totient) / e;

i++;

if ((d*e) % totient == 1) {
return d;

¥

// Encryption
public String encrypt(String message, long e, long n) {

String s = "";
long length = message.length();
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for (int i = 0; i < length; i++) {

String result = "";

long m = message.charAt(i);

long cipher = 1;

for (int j = 0; j < e; j++) {
cipher *= m;
cipher = cipher%n;

}

result = String.valueOf(cipher);

int nLenght = String.valueOf(n).length();
String nol = "@";

if (result.length() < nLenght) {
result = nol.repeat(nLenght - result.length()) +

result;
}
S += result;
}
return s;
}

// Decryption
public String decrypt(String message, long d, long n) {
String s = "";
String result = "";
int nLength = String.valueOf(n).length();
for (int i = 9; i < message.length(); i += nLength) {
long plain = 1;
String str = message.substring(i, i + nLength);
long c = Integer.parseInt(str);
for (int j = 0; j < d; j++) {
plain *= c;
plain = plain % n;
}
result = String.valueOf((char)
Integer.parselnt(String.valueOf(plain)));
s += result;
}

return s;
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Lampiran 5. Blok.java
import java.util.Arraylist;

public class Blok {
private String timeStamp;
private String hash;
private String previousHash;
private ArraylList<String> data = new ArrayList<>();
private int nonce = 0;
private Hash generateHash = new Hash();

public Blok(String timeStamp, ArraylList<String> data, String
previousHash) {
this.data = data;
this.timeStamp = timeStamp;
this.previousHash = previousHash;
this.hash = calculateHash();

public Blok(){}

public String getHash() {
return hash;

public String getTimeStamp() {
return timeStamp;

public ArrayList<String> getData() {
return data;

public int getNonce() {
return nonce;

public String getPreviousHash() {
return previousHash;

public void mineBlok(int diff) {
String target = new String(new char[diff]).replace('\0",
'0');
while (!hash.substring(@,diff).equals(target)) {
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nonce++;
hash = calculateHash();

public String calculateHash() {

String s = "";
try {

MerkleTree mTree = new MerkleTree();
Node root = mTree.generateTree(data);

String plaintext =
timeStamp +
root.getHash() +
previousHash +
Integer.toString(nonce);
s += generateHash.generateHash(plaintext);
} catch (Exception e) {

System.out.println("Error Occured on Hashing");

return s;

64



Universitas Hasanuddin

Lampiran 6. BlokChain.java

import java.time.lLocalDateTime;
import java.time.format.DateTimeFormatter;
import java.util.ArraylList;

public class BlokChain {
private ArraylList<Blok> blokchain = new ArrayList<>();
private ArraylList<String> genesisData = new ArrayList<>();
private int diff = 0;
String genesisHash;

public BlokChain(long e, long d, long n, int diff) {
genesisData.add("");

genesisHash = new String(new char[diff]).replace('\0",

this.diff

diff;

// Create Genesis Blok

Blok blok = new Blok(
date(),
genesisData,
genesisHash

)

blokchain.add(blok);

blok.mineBlok(diff);

public void addBlok(ArrayList<String> data) {
Blok blok = new Blok(
date(),
data,
blokchain.get(blokchain.size() - 1).getHash()
)
blokchain.add(blok);
blok.mineBlok (diff);

public boolean isBlokChainValid() {
Blok currentBlok;
Blok previousBlok;

for (int i = 1; i < blokchain.size(); i++) {
currentBlok = blokchain.get(i);
previousBlok = blokchain.get(i - 1);

'0');
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if
(!previousBlok.getHash().equals(currentBlok.getPreviousHash())){
System.out.println("BlokChain are Invalid, check the
hash");
return false;
}
if
('currentBlok.getHash().equals(currentBlok.calculateHash())) {
System.out.println("Blok- " + " " + i + "hash has
changed, check your data");
return false;
¥
// System.out.println("Blok-" + i + " dan Blok-" + (i-1)
+ " = terverifikasi");

}

return true;

public void getListOfBlokChain() {
for (int i = 0; i < blokchain.size(); i++) {
System.out.println();
System.out.println("Blok #" + i);
System.out.println("Timestamp : " +
blokchain.get(i).getTimeStamp());
System.out.println();
System.out.println("Data : ");
for (int j =0; j <
blokchain.get(i).getData().size(); j++) {
System.out.println("Data-'
blokchain.get(i).getData().get(j));
}
System.out.println();
System.out.println("Hash : " +
blokchain.get(i).getHash());
System.out.println("Previous Hash : " +
blokchain.get(i).getPreviousHash());
System.out.println("Nonce : " +
blokchain.get(i).getNonce());

}

+ (J+1) + " +

public ArrayList<Blok> getBlokChain() {
return blokchain;

private String date() {
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DateTimeFormatter dtf =

DateTimeFormatter.ofPattern("yyyy/MM/dd HH:mm:ss");
LocalDateTime now = LocalDateTime.now();
return dtf.format(now);
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Lampiran 7. Main.java

import java.util.Scanner;
import java.util.Arraylist;

public class Test {

static
static
static
static
static
static
static
static
static
static
static

public

Scanner in = new Scanner(System.in);

RSA rsa = new RSA();

long publicKey = 1;

long privateKey = 1;

long n = 1;

int dataCount = 5;

int diff = 2;

BlokChain senderblokChain;

BlokChain receiverBlokChain;
ArrayList<String> dataBlok = new ArrayList<>();
ArraylList<String> answer = new ArraylList<>();

static void main(String[] args) throws Exception {

ArraylList<String> cipherData = new ArrayList<>();
ArrayList<String> plainData = new ArraylList<>();

generateKey();

senderblokChain = new BlokChain(publicKey, privateKey, n,

diff);

receiverBlokChain = senderblokChain;
boolean validate = false;

while (true) {

System.out.println("\nChoose :\nl. Sender Side\n2.

Receiver Side\n3. Check Validity Blokchain\n4. Exit");

int n = in.nextInt();
switch (n) {
case 1:
cipherData = sender();
senderblokChain.addBlok(dataBlok);
senderblokChain.getListOfBlokChain();
System.out.println("Message Sent");
printArrayList(cipherData);
System.out.println();
break;
case 2:
plainData = receiver(cipherData);
printArrayList(plainData);
System.out.println();
if (verificationData(plainData)) {
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System.out.println("Data verified");
} else {
System.out.println("Data not verified");
}
break;
case 3:
validate = senderblokChain.isBlokChainvalid();
System.out.println("Blokchain valid? " +
validate);
break;
case 4:
System.exit(9);
default:
System.out.println("Wrong input");;

private static boolean verificationData(ArrayList<String>data) {
boolean verified = false;
for (int i = 9; i < senderblokChain.getBlokChain().size();
i++) {
if
(data.equals(senderblokChain.getBlokChain().get(i).getData())) {
verified = true;

}

return verified ;

private static void printArrayList(ArrayList<String> list) {
for (int i = 0; i < list.size(); i++) {
System.out.println("Data-"
list.get(i));
}

+ (i+1) + " +

private static void generateKey() {
RSA rsa = new RSA();
long key[] = rsa.generateKey();
n = key[0];
publicKey = key[1];
privateKey = key[2];
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System.out.println("public key e : (" + publicKey + ",

System.out.println("private key d : (" + privateKey +

n+ )"

}

private static ArrayList<String> inputData() {

ArraylList<String> data = new ArrayList<>();

data.clear();

String s = "";

in.nextLine();

for (int i = 0; i < dataCount; i++) {
System.out.print("Data-" + (i+1) + " : ");
s = in.nextLine();
data.add(s);

}

return data;

private static ArraylList<String> sender() {

ArraylList<String> list = new ArrayList<>();
ArraylList<String> cipherList = new ArrayList<>();

System.out.println("Masukkan data : ");

list = inputData();
dataBlok = list;
long e = publicKey;

for (int i = 0; i < list.size(); i++) {
String encryptMessage = "";
encryptMessage = rsa.encrypt(list.get(i), e, n);

cipherlList.add(encryptMessage);

return cipherlList;

private static ArraylList<String> receiver(ArrayList<String>
cipherData) {

ArraylList<String> plainMessage = new ArraylList<>();
long d = privateKey;

for (int i = 9; i < cipherData.size(); i++) {

String decryptMessage = ;

J

+

n

+
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decryptMessage = rsa.decrypt(cipherData.get(i), d, n);
plainMessage.add(decryptMessage);

return plainMessage;
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