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LAMPIRAN



A. LAMPIRAN 1 (VIENNA CONVENTION ON THE LAW OF
TREATIES PASAL 2(1))

Article 2

Usre of terms
|.For the purposes of the present Convention:

{a} “wreaty” means an international agreement concloded between States in written form and povermed
by international law, whether embedied in a single instrument or in two or more related instruments and

whatever itz partioular designation:

(b} “ratification”, “acceptance”. “approval” and “accession” mean in each case the intermational act

=0 named whereby a State establishes on the international plane its consent to be bound by a treaty;

{ch “full powers™ means a document emanating from the competent authority of a State designating a
person or persons to represent the State for negotiating, adopting or authenticating the text of a treaty,
for expressing the consent of the State to be bound by a treaty, or for accomplishing any other act with
respect (o a treaty;

{d)y “reservation” means a unilateral statement, however phrased or named. made by a State, when
signing, ratifying. accepting, approving or acceding to a treaty, whereby it purports 1o excluode or b

muodify the legal effect of certain provisions of the treaty in their application to that State:

{e)  “negotiating State”™ means a State which took part in the drawing up and adoption of the text of
the treaty:
in “contracting State”™ means a State which has consented to be bound by the treaty, whether or not

the treaty has entered into force;

{g} “pariy” means a State which has consented o be bound by the treaty and for which the treaty is in

force;
(&)  “third State™ means a State nod a party to the treaty;
i) “imternational organization”™ means an intergovernmental organization.
X.The provisions of paragraph 1 regarding the use of terms in the present Convention are without
prejudice to the use of those terms or to the meanings which may be given to them in the internal law of

any State.

Article 3
Internationa! agreemerts nof withie te soope
af the preseanf Corvention

The fact that the presemt Convention does not apply o international agreemenis concluded
between States and other subjects of intermational law or between such other subjects of international

law, or to international agreements not in written form, shall not affect:
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B. LAMPIRAN 2 (UNITED NATIONS CHARTER PASAL 2(4) DAN

51)

CHAPTER 1

PURPOSES AND PRINCIPLES
Artiele 1

The Purposes of the United Nations are:

1. To maintain international peace and se-
curity, and to that end: to take effective collec-
tive measures for the prevention and removal of
threats to the peace, and for the suppression of
acts of aggression or other breaches of the peace,
and to bring abautbypeac:ﬁﬂ means, and in con-
formity with the principles of justice and inter-
national law, adjustment or settlement of inter-
national disputes or situations which might lead
to a breach of the peace;

2. Todevelop friendly relations among nations
based on respect for the prineiple of equal rights
and self-determination of peoples, and to take
other appropriate measures to strengthen univer-
gal pence;

3. To achieve inlernational cooperation in
solving international problems of an economie,
socinl, cultural, or humanitarian character, and in
promoting and encouraging respect for human
rights and for fundamental freedoms for all with-
out distinction as to race, sex, langnage, or re.
ligion; and

4. Ta be a center for harmonizing the actions
of nations in the attainment of these commen ends.

Article 2

The Organization and its Members, in pursuit
of the Parposes stated in Article 1, shall aet in
accordance with the following Principles,

1. The (Qrganization is based on the principls
of the sovereign equality of all its Members,

2. All Members, in order to ensure to all of
them the rights and benefits resulting from mem-
bership, shall fulfil in good faith the obligations
assumed by them in sccordance with the present
Charter.

3. All Members shall settle their intemational

disputes by peaceful means in such a manner that
international peace and secarity, and justice, are
not endangered,

4. All Members shall refrain in their interna-
tienal relations from the threat or use of force
against the territorial integrity or political inde-
pendence of any state, of in any other manner
inconsistent with the Purposes of the United
Nations,

5. All Members shall give the United Nations
every assistamce in any action it takes in accord-
ance with the present Charter, and shall refrain
from giving assistance 1o any state against which
the United Nations is Iah'ng preventive or enforce-
ment action.

6. The Organization shall ensure that states
which are not Members of the United Nations act
in accordance with these Principles so far as may
be necessary for the maintenance of international
peace and security.

7. Nothing contained in the present Charter
ghall autherize the United Nations to intervene in
matters which are essentially within the domestic
jurizdiction of any state or shall require the Mem-
bers to submit such matters to setilement under
the present Charter; but this principle shall not
prejudica the application of enforceiment meas.
ures under Chapter V1L

CHAPTER I
MEMBERSHIP

Article 3

The originzl Members of the United Nations
chall be the states which, having participated in
the United Nations Conference on International
Urgwiutim at San Franeizeo, or having previ-
ously signed the Declaration by United Nations
of January 1, 1942, sign the present Charter and
ratify it in accordance with Article 110,
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represented on it to provide armed forces in ful-
fillment of the obligations assumed under Article
43, invite that Member, if the Member so desires,
to participate in the decisions of the Security
Council concerning the employment of contin-
sents of that Member's armed forces.

Article 45

In order to enable the United Nations to take
urgent military measures, Members shall hold
immediately available national air-force contin.
gents for combined international enforcement ac-
tion. The strength and degree of readiness of these
contingents and plans for their combined action
shall be determined, within the limits laid down in
the special agreement or agreements referred to
in Article 43, by the Security Council with the
assistance of the Military Stafl Committee.

Article 46
Plans {or the application of armed foree shall
be made by the Security Council with the assist-
ance of the Military Staff Committee.

Article 47

1. There shall be established a Military Staff
Committee to advise and assist the Security
Council on all questions relating to the Security
Couneil’s military requirements for the mainte-
nance of international peace and security, the em-
ployment and command of forees placed at its
disposal, the regulation of armaments, and pos-
sible disarmament.

2. The Military Staff Committee shall consist
of the Chiefs of Staff of the permanent members
of the Security Council or their representatives.
Any Member of the United Nations not perma-
nently represented on the Committee shall be in-
vited by the Committee to be associated with it
when the efficient discharge of the Commitiee's
responsibilities requires the participation of that
Member in its work.

10

3. The Military Staff Committee shall be re-
eponsible under the Seeurity Council for the
strategic direction of any armed forces placed at
the disposal of the Security Council. Questions
relating to the command of such forces shall be
worked out subsequently.

4. The Military Staff Committes, with the
authorization of the Seeurity Council and after
consultation with appropriate regional agencies,
may establish regional subcommittees,

Article 43

1. The action required to carry out the deci-
sions of the Security Council for the mainte-
nance of international peace and security shall be
taken by all the Members of the United Nations
or by some of them, as the Seourity Council may
determine,

2. Such decisions shall be earried out by the
Members of the United MNations directly and
through their action in the appropriate interna-
tional agencies of which they are membaers,

L Article 49

The Members of the United Nations shall join

in affording mutual assistance in carrying out the
measures decided upon by the Security Council,

drticle 50

If preventive or enforcement measures against
any state are taken by the Security Council, any
other state, whether a Member of the United
MNations or not, which finds itzelf eonfronted with
special economie problems arising from the earry-
ing out of those measures shall have the right to
consult the Security Council with regard to a solo-
tion of those problems.

Article 51
Nothing in the present Charter shall impair the

inherent right of individual or collective self-
defense if an armed attack occurs against a Mem-
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ber of the United Nations, until the Security Coun-
cil has taken the measures necessary to maintain
international peace and security. Measures taken
Ly Members in the exercise of this right of self-
deferse zhall be immediately reported to the Se-
curity Couneil and shall not in any way affect the
autherity and responeibility of the Security Coun-
cil under the present Charter to take at any time
such action as it deems necessary in order to main-
tain or restore international peace and security.

CHAPTER VIII

REGIONAL ARRANGEMENTS
Article 52

1. MNothing in the present Charter precludes
the existence of regional arrangements or agen-
cies for dealing with such matters relating to the
maintenance of international peace and security
as are appropriate for regional action, provided
that such arrangements or agencies and their ae.
tivities are consistent with the Purposes and Prin-
ciples of the United Nations,

2. The Members of the United Nations enter-
ing into such arrangements or constituting such
arencies shall make every effort to achieve pacifie
settlement of local disputes through such re-
gional arrangements or by such regional agencies
before referring them to the Security Council.

3. The Security Council shall encourage the
development of pacific settlement of local dis.
putes through such regional arrangements or by
such regional agencies either on the initiative of
the states concerned or by reference from the
Security Council.

. This Article in no way impairs the applica-
tion of Articles 34 and 35.

Article 53
1. The Security Council shall, where appro-
priate, utilize such regional arrangements or

agencies for enforcement action vnder its author-
ity. But no enforcement action shall be taken
under regional arrangements or by regional agen.
cies without the authorization of the Security
Council, with the exception of messures against
any enemy state, as defined in paragraph 2 of
this Article, provided for pursuant to Article
107 or in regional arrangements directed against
renewal of agzressive policy on the part of any
such state, until such time as the Organization
may, on request of the Governments concerned,
be charged with the responsibility for preventing
further aggression by such a state,

2. The term enemy state as used in paragraph
1 of this Article applies to any state which during
the Second World War has been an enemy of any
signatory of the present Charter,

Article 54
The Security Council shall at all times be kept
fully informed of activities undertaken or in con-
templation under regional arrangements or by
regional agencies for the maintenance of inter-
national peace and security,

CHAPTER IX

INTERNATIONAL ECONOMIC AND
SOCIAL COOPERATION

Article 55
With a view to the creation of conditions of
stability and well-being which are necessary for
peaceful and friendly relations among nations
based on respect for the principle of equal rights
and self-determination of pecples, the United
Nations shall promote:

a. higher standards of living, full employ-
ment, and conditions of economic and social
progress and development;

b. solutions of international economic, so-
cial, health, and related problems; and inter-
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C. LAMPIRAN 3 (TALLINN MANUAL ON THE INTERNATIONAL

LAW APPLICABLE TO CYBER WARFARE ATURAN 1 DAN 13)

Section 1: Sovercignty, Jurisdiction, and Contfrol

RULE I — Sovereignty

A State may exerclse control over cyber Infrastructure and activities within its
soverelgn territory.

I. This Rule emphasizes the fact that although no State may claim sovereignty over
cyberspace per se, Stales may exercise sovereign prerogatives over any cyber
infrastructure located on their territory, as well as activities associated with that cyber
infrastructure.

2. The accepted definition of *sovereignty” was set forth in the fsland of Palmas Arbitral
Award of 1928, It provides that “[s]overeignty in the relations between States signifies
independence. Independence in regard to a portion of the globe is the nght to exercise
therein, to the exclusion of any other State, the functions of a State™*'

3. It is the sovereignty that a State enjoys over territory that gives it the right to control
cyber infrastructure and cyber activities within its temritory.  Accordingly, cyber
infrastructure situated in the land territory, internal waters, territorial sea (including its
bed and subsoil), archipelagic waters, or national airspace is subject to the sovereignty of
the territorial State.”

4. Sovereignty implies that a State may control access to its territory and generally
enjoys, within the limits set by treaty and customary international law, the exclusive right
to exercise jurisdiction and authority on its territory. Exceptions include the use of force
pursuant to the right of self-defence (Rule 13) and in accordance with actions authorized
or mandated by the United Nations Security Council (Rule 18).

5. A State’s sovereignty over cyber infrastructure within its territory has two
consequences. First, that cyber infrastructure is subject to legal and regulatory control by
the State.” Second, the State's territorial sovereignty protects such cyber infrastructure.
It does not matter whether it belongs to the government or to private entities or
individuals, nor do the purposes it serves matter.

6. A cyber operation by a State directed against cyber infrastructure located in another
State may violate the latter’s sovereignty. It certainly does so if it causes damage. The
International Group of Experts could achieve no consensus as to whether the placement
of malware that causes no physical damage (as with malware used to monitor activities)
constitutes a vielation of sovereignty.

*' Island of Palmas (Meth. v. U.5.), 2 R.LA_A. 8§20, 838 (Perm. CL Arh. 1028).

* On sovereignty over waters and airspace above waters, see Law of the Sea Convention, art. 2; on
soverelgnty over airspace, see Chicago Convention, arts. 1-3. With regard to cvber mfrastructure in outer
space, sc Rules 3 and 4 and accompanying Commentary.

* In the 1949 Corfu Channel Case, Judge Algjandro Alvarez appended a separate opinion in which he
stated: “By sovercignty, we understand the whole body of nghts and atiributes which a State possesses in
its territory, to the exclusion of all other States, and also 1n its relations with other States. Sovereignty
confers rights upon States and imposes obligations upon them™ Corfu Chanmel Case at 43 {mdividual
opinion of Judge Alvarez).
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3. It is generally accepted that threats by States and officials in a position to make good
those threats are lawful if the threatened action is itself lawful.''’ There are two
recognized exceptions to the intemnational law prohibition on the use of force: the
exercise of the right of self-defence and actions implementing a United Nations Security
Council resolution under Chapter V1I of the United Nations Charter (Rules 13 and 18).
For instance, it would be lawful to threaten that a State will defend itself forcefully if
attacked. Threatening other actions that do not violate international law would likewise
be lawful.

4. Although threats are usually intended to be coercive in effect, there is no requirement
that a specific *demand’ accompany the threat. The essence of a threat is that it is
explicitly or impliedly communicative in nature. Actions which simply threaten the
security of the target State, but which are not communicative in nature, do not qualify.
For example, consider the case in which tensions between State A and State B are high.
State A begins aggressively to develop the capability to conduct massive malicious cyber
operations against State B. The mere acquisition of such capabilities that can be used to
conduct uses of force does not constitute a threat. However, if the leader of State A
announces, either on a conditional basis or otherwise, that the capabilities will be used for
that purpose against State B, State A will be in violation of this Rule.

5. The International Group of Experts was divided as to whether a State manifestly
lacking any capability to make good its threat, can wviolate this Rule. Despite the
difference of opinion, it must be noted that cyber capability is not as dependent on a
State’s size, population, or economic and military capacity of a State as is the capacity to
use conventional force. This means that it may be more difficult for a State to evaluate
the capacity of another State to make good on its threat to use force by cyber means.
Therefore, this issue plays a diminished role in evaluating cyber threats.

6. Similarly, no consensus could be achieved regarding a State that possesses the
capability to carry out the threat but which clearly has no intention of doing so. An
example would be that of a State that possesses an offensive cyber capability whose
leader utters threats against other States for purely domestic political reasons.

Section 2: Self-Defence

RULE 13 — Seli-Defence Against Armed Attack

A State that Is the target of a cvber operation that rises to the level of an armed
attack may exercise Its inherent right of self-defence. Whether a cyber operation
constitutes an armed attack depends on its scale and effects.

l. According to Article 51 of the United Nations Charter, “[n]othing in the present
Charter shall impair the inherent right of individual or collective self-defence if an armed
attack occurs against a Member of the United Nations, until the Security Council has

""" By distinguishing lawful from unlawful threats, the International Court of Justice conceded the existence
of the former: “[I}f it 15 to be lawful, the declared readmess of a State to use force must be a use of force
that is in conformity with the Charter.” Muclear Weapons Advisory Opinion, para. 47.
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taken the measures necessary to maintain international peace and security”. This article
recognizes and reflects the customary right of self-defence.

2. An armed attack must have a trans-border element. This criterion is always met when
one State engages in a cyber operation otherwise qualifying as an armed attack against
another State, or directs non-State actors, wherever they may be, to do so. The more
difficult case involves cyber operations by non-State actors against one State that are not
conducted on behalf of another State. The issue of whether non-State actors not acting on
behalf of a State can initiate an armed attack is dealt with below. With regard to acts
organized, conducted, and directed solely from within a State’s own territory, States may
use force in accordance with their own domestic laws (informed by international law
standards such as human rights law and, in situations of non-international armed conflict,
the law of armed conflict).

3. The right to employ force in self-defence extends beyond kinetic armed attacks to
those that are perpetrated entirely through eyber operations. The International Group of
Experts unanimously concluded that some cyber operations may be sufficiently grave to
warrant classifying them as an “armed attack” within the meaning of the Charter. This
conclusion is in accord with the International Court of Justice’s insistence in its Legality
af Nuclear Weapons Advisory Opinion that the choice of means of attack is immaterial to
the issue of whether an operation qualifies as an armed attack.'"® Moreover, the position
is consistent with State practice.'® For example, it is universally accepted that chemical,
biological, and radiological attacks of the requisite scale and effects to constitute armed
attacks trigger the right of self-defence. This is so, despite their non-kinetic nature,
because the ensuing consequences can include serious suffering or death. Identical
reasoning would apply to cyber operations.

4. The Intemnational Group of Experts was divided as to whether the notion of armed
attack, because of the term ‘armed’. necessarily involves the employment of “weapons’
(Rule 41). The majority took the position that it did not and that instead the critical factor
was whether the effects of a cyber operation, as distinct from the means used to achieve
those effects, were analogous to those that would result from an action otherwise
qualifying as a kinetic armed attack.

5. In the view of the International Group of Experts, the term ‘armed attack’ is not to be
equated with the term ‘use of force’ appearing in Rule 11.""  An armed attack
presupposes at least a use of force in the sense of Article 2{4). However, as noted by the
International Court of Justice, not every use of force nises to the level of an armed
attack.'”" The scale and effects required for an act to be characterised as an armed attack
necessarily exceed those qualifying the act as a use of force. Only in the event that the
use of force reaches the threshold of an armed attack is a State entitled to respond using
force in self-defence.

6. The phrase “scale and effects” is drawn from the Nicaragua Judgment.'” In that case,
the Court identified scale and effects as the criteria that distinguish actions qualifying as

"** Muclear Weapons Advisory Opinion, para. 39
'™ See e.g.. White House Cyber Strategy, at 10, 13,

'* However, not all States accept this view. See discussion in Commentary accompanying Rule 11,
12 Micaragua Judgment, para. 191.
'* Micaragua Judgzment, para. 195.
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an armed attack from those that do not. 1t noted the need to “distinguish the most grave
forms of the use of force (those constituting an armed attack) from other less grave
forms™, but provided no further guidance in this regard."” Therefore, the parameters of
the scale and effects criteria remain unsettled beyond the indication that they need to be
grave. That said, some cases are clear. The International Group of Experts agreed that
any use of force that injures or kills persons or damages or destroys property would
satisfy the scale and effects requirement. They also agreed that acts of cyber intelligence
gathering and cyber theft, as well as cyber operations that involve brief or periodic
interruption of non-essential cyber services, do not qualify as armed attacks.

7. The Experts took the view that the law is unclear as to the precise point at which the
extent of death, injury, damage, destruction, or suffering caused by a cyber operation fails
to qualify as an armed attack. In the Nicaragua Judgment, the International Court of
Justice distinguished between an armed attack and a “mere frontier incident™.'* This
distinction has been criticised by numerous commentators who adopt the view that only
inconsequential actions are to be excluded.'™ In this regard, the International Court of
Justice has itself indicated that an attack on a single military platform or installation
might qualify as an armed attack.'*

8. An important issue is whether a State may exercise the right of self-defence in
response to a series of cyber incidents that individually fall below the threshold of an
armed attack. In other words, can they constitute an armed attack when aggregated? The
determinative factor is whether the same originator (or originators acting in concert) has
carried out smaller scale incidents that are related and that taken together have the
requisite scale. [If there is convincing evidence that this is the case, the International
Group of Experts agreed that there are grounds for treating the incidents as a composite
armed attack.'”’

9. The case of actions that do not result in injury, death, damage, or destruction, but
which otherwise have extensive negative effects, is unsettled. Some of the Experts took
the position that harm to persons or physical damage to property is a condition precedent
to the characterisation of an incident as an armed attack. Others took the view that it is
not the nature (injurious or destructive) of the consequences that matters, but rather the
extent of the ensuing effects. The classic scenario illustrating this division of opinion is a
cyber incident directed against the New York Stock Exchange that causes the market to
crash. The Intemational Group of Experts was divided over the charactenisation of such
an event. Some of the Experts were unprepared to label it as an armed attack because
they were not satisfied that mere financial loss constitutes damage for this purpose.
Others emphasized the catastrophic effects such a crash would occasion and therefore
regards them as sufficient to characterise the cyber operation as an armed attack. By the
same approach, a cyber operation directed against major components (systems) of a

' Micaragua Judgment, para. 191.

'* Micaragua Judgment, para. 195

13 Sep, e.g., YORAM DINSTEIN, WAR, AGGRESSION AND SELF DEFENCE 210-211 (5 ed. 2001 William H
Taft, Self Defense and the Oil Platforms Decision, 29 YALE JOURNAL OF INTERNATIONAL Law 295, 300
{2004).

"** 0il Platforms Judzment, paras. 57, 61.

"7 This approach has been labelled the ‘pin-prick” theory, the “accumulation of effects” theory, and
‘Nadelstichtaktik™.
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State’s critical infrastructure that causes severe, albeit not destructive, effects would
qualify as an armed attack.

10. A further challenging issue in the cyber context involves determining which effects to
consider in assessing whether an action qualifies as an armed attack. The International
Group of Experts agreed that all reasonably foreseeable consequences of the cyber
operation so qualify. Consider, for example, the case of a cyber operation targeting a
water purification plant. Sickness and death caused by drinking the contaminated water
are foreseeable and should therefore be taken into account.

11. The International Group of Experts was divided over the issue of whether the effects
in question must have been intended. For instance, consider the example of cyber
espionage by State A against State B that unexpectedly results in significant damage to
State B's cyber infrastructure. Some Experts were not willing to characterize the
operation as an armed attack, although they acknowledged that measures could be taken
to counteract the negative effects of the operation (especially in accordance with principle
of necessity discussed in Commentary to Rule 9). The majority of the International
Group of Experts took the view that intention is irrelevant in qualifying an operation as
an armed attack and that only the scale and effects matter. However, any response
thereto would have to comport with the necessity and proportionality criteria (Rule 14);
the former would prove a significant hurdle in this respect. All the Experts agreed that
the lawfulness of the response would be determined by the reasonableness of State B's
assessment as to whether an armed attack was underway.

12. A cyber armed attack by State A against State B may have bleed-over effects in State
C. If those effects meet the scale and effects criteria for an armed attack, the majority of
the International Group of Experts would conclude that State C is entitled to resort to the
use of force in self-defence, so long as the defensive action complied with the necessity
and proportionality criteria. Indeed, even if the cyber operations against State B do not
qualify as an armed attack, this would not preclude the bleed-over effects from
amounting to an armed attack against State C. As to the issue of unintended bleed-over
effects, see the discussion of intent above.

13. No international cvber incidents have, as of 2012, been unambiguously and publically
characterised by the international community as reaching the threshold of an armed
attack. In particular, the 2007 cyber operations against Estonia, which were widely
referred to as “cyber war’, were not publicly characterised by either Estonia or the
international community as an armed attack. The International Group of Experts agreed
with this assessment on the basis that the scale and effects threshold was not reached. A
closer case is the 2010 Stuxnet operations. In light of the damage they caused to Iranian
centrifuges, some members of the International Group of Experts were of the view that
the operations had reached the armed attack threshold [unless justifiable on the basis of
anticipatory self-defence (Rule 15)].

14. It is also necessary to consider the issue of the “originator” in determining whether an
act qualifies as an armed attack. It is incontrovertible that an act conducted by organs of
a State may so qualify. It is equally indisputable that the actions of non-State actors may
sometimes be attributed to a State for the purpose of finding an armed attack. In the
Nicaragua Judgment, the International Court of Justice stated that
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[a]n armed attack must be understood as including not merely action by
regular forces across an international border, but also ‘the sending by or
on behalf of a State of armed bands. groups, irregulars or mercenaries,
which carry out acts of armed force against another State of such gravity
as to amount to” {inter alia) an actual armed attack conducted by regular

forces, “or its substantial involvement therein’.'™

15. For instance, if a group of private individuals under the direction of State A
undertakes cyber operations directed against State B, and the consequence of those
actions reaches the requisite scale and effects, State A will have committed an armed
attack. This same conclusion would apply to cyber operations conducted by a single
individual at the direction of a State.

16. The issue of whether acts of non-State actors can constitute an armed attack absent
direction by a State is controversial. Traditionally, Article 51 and the customary
international law of self-defence were characterised as applicable solely to armed attacks
undertaken by one State against another. Violent acts by non-State actors fell within the
law enforcement paradigm. However, the international community characterised the 911
attacks by Al (Jaeda on the United States as an armed attack triggering the inherent right
of self-defence.'” Such State practice appears to signal a willingness of States to apply
the right of self-defence to attacks conducted by non-State actors. Moreover, while
Article 2(4) addresses the actions of States, Article 51 contains no such limitation vis-a-
vis armed attacks (although the text does make it clear that only States enjoy the right of
self-defence). For its part, the International Court of Justice does not seem to have been
prepared to adopt this approach.'™

16. The majority of the Intemnational Group of Experts concluded that State practice
established a right of self-defence in the face of armed attacks by non-State actors, such
as terrorist or rebel groups. They would extend this right to self-defence against cyber
operations conducted by information technology corporations or internet service
providers if the operations reached the armed attack threshold. As an example, the
majority of the International Group of Experts would consider a devastating cyber
operation undertaken by a group of terrorists from within State A against critical
infrastructure located in State B as an armed attack by those cyber terrorists against State
B. A minorty of the Group did not accept this premise.

17. The members of the International Group of Experts acknowledged the significant
uncertainty that exists within the international law community regarding such matters as
the degree of requisite organization a group must have (if any) to be capable of mounting
an armed attack as a matter of law and any geographical limitations that may bear on this
issue.  Additionally, those Experts who took the position that a non-State group
unaffiliated with a State could conduct an armed attack were split over the issue of

"** Nicarnpua Judzment, para. 195.

** The Securnty Council adopted numerous resolutions recognizing the applicabality of the nght of self-
defence. See, eg. 5.C. Res 1368 (Sept. 12, 2001 S.C. Res. 1373 (Sept. 28, 2001). International
organizations such as NATO and many individual States took the same approach. Sec, c.g.. Press Release,
MNATO, Statement by the North Atlantic Council (Sept. 12, 2001 ); Terrorist Threat to the Americas, Res. |,
Twenty-fourth Meeting of Consuliation of Minsters of Foreign Affairs, Terronst Threat to the Amencas,
0AS Doc. RC24RES.L01 (Sept 21, 2001); Brendan Pearson, PM Comnmits fo Mutual Defence,
AUSTRALLAN FINANCLAL REVIEW, Sept. 15, 2001, at 9.

" wall Advisory Opinion, para. 139; Armed Activities in Congo Judgment, paras. 146-147.
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whether a single individual mounting an operation that meets the scales and effects
threshold could do so.

18. The object of an action meeting the scale and effects requirement may also determine
whether it qualifies as an armed attack. If the object of action satisfying the trans-border
and scale and effects criteria consists of property or persons within the affected State’s
territory, the action is an armed attack against that State. It must be noted that the
International Group of Experts did not achieve consensus on whether further criteria must
be met in order to bring into operation the right of self-defence. While some took the
position that attacks solely motivated by purely private interests would not trigger the
right of self-defence, others were of the view that motives are imelevant. This issue is
likely to be resolved through State practice.

19. If the object in question consists of property or citizens situated outside the State’s
territory, it is sometimes uncertain in international law whether the cyber operation can
qualify as an armed attack. Attacks against non-commercial government facilities or
equipment, and government personnel, certainly qualify as armed attacks so long as the
above-mentioned criteria are met. For instance, a cyber operation undertaken by State A
to kill State B's head of State while abroad would amount to an armed attack. The
determination of whether other operations are armed attacks depends on. but is not
limited to, such factors as: the extent of damage caused by the operation; whether the
property involved is State or private in character; the status of the individuals who have
been targeted; and whether the operations were politically motivated, that is, conducted
against the property or individuals because of their nationality. No bright line rule exists
in such cases. Consider a cyber operation conducted by State A to kill the CEO of one of
State B's State-owned corporations abroad. Opinions among the members of the
International Group of Experts were divided as to whether the operation amounted to an
armed attack.

20. The exercise of the right of self-defence is subject to the requirements of necessity,
proportionality, imminence, and immediacy (Rules 14 and 15). Of course, the exercise of
self-defence is also subject to the existence of a reasonable determination that an armed
attack is about to occur or has occurred, as well as to the identity of the attacker. This
determination is made ex ante, not ex past facto.

21. Self-defence measures may be conducted from, and directed against entities on or in,
the territory of the originator State, the victim-State’s territory, the high seas,
international airspace, or outer space (subject to applicable space law).

22. When defensive cyber operations are initiated from, or employ assets located in, a
State to which the attack cannot be attributed, the principle of sovereignty must be
carefully considered. It is indisputable that self-defence actions may be taken on foreign
territory with that State’s consent without violating its sovereignty. Therefore, the key
issue with regard to defensive action on another State’s territory is how to charactenize
non-consensual actions. The International Group of Experts was divided. The majority
concluded that self-defence against a cyber armed attack in these circumstances is
permissible when the territorial State is unable (e.g., because it lacks the expertise or
technology) or unwilling to take effective actions to repress the relevant elements of the
cyber armed attack. In particular, they emphasized that States have a duty to ensure their
territory is not used for acts contrary to international law (Rule 5). By contrast, a
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minority of the Group took the position that using force in self-defence on the territory of
a State to which the armed attack is not attributable is impermissible, although other
responses, such as an action based on the plea of necessity (Rule 9), might be appropriate.
This, of course, presumes the absence of either the consent of that State or an
authorization by the United Nations Security Council (Rule 18).

23, Those Experts who accepted the legality of cross-border defensive actions
emphasized that the victim-State must first demand that the territorial State put an end to
the activities comprising the armed attack. The victim-State must also afford the
territorial State an opportunity to address the situation. These requirements derive from
an international law obligation to respect (to the greatest extent possible) the sovereignty
of the State on which the defensive actions are to take place. Additionally, they are
procedural safeguards against a mistaken (or premature) conclusion as to the
unwillingness or inability of the territorial State to address the situation. There may be
exceptional situations where there is no time to convey a demand to the latter or for the
latter to resolve the situation. If immediate action to repel a cyber armed attack is
required to defeat the attack or minimize its consequences, the targeted State may act
immediately in self-defence. Thus, these requirements are context-specific.

RULE 14 — Necessity and Propartiomality

A use of force Involving cyber operations undertaken by a State In the exerclse of its
right of self-defence must be necessary and proportionate.

|. Actions in self-defence must meet two criteria — necessity and proportionality. The
International Court of Justice acknowledged both in the Nicaragua Judgment and later
confirmed them in its 4l Plagforms Judgment.”! The Nuremberg Tribunal also
recognized the criteria.'”  As illustrated by these decisions, they undoubtedly reflect
customary international law. It is important to note that the concepts of necessity and
proportionality in the fus ad belfum are distinct from the concept of military necessity and
the rule of proportionality in the jus in bella.

2. Necessity requires that a use of force, including cyber operations that amount to a use
of force (Rule 11), be needed to successfully repel an imminent attack or defeat one that
is under way. This does not mean that force has to be the only available response to an
armed attack. It merely requires that non-forceful measures be insufficient to address the
situation. Of course, the forceful actions may be combined with non-forceful measures
such as diplomacy, economic sanctions, or law enforcement.

3. The key to the necessity analysis in the cyber context is, therefore, the existence, or
lack, of altemative courses of action that do not rise to the level of a use of force. Should
passive (as distinct from active) cyber defences like firewalls be adequate to reliably and
completely to thwart a cyber armed attack, other measures, whether cyber or kinetic, at
the level of a use of force are impermissible. Similarly, if active cyber operations not
rising to the level of use of force are adequate to deter or repel armed attacks {imminent

" Wicaragua Judgment, paras. 176, 194; Nuclear Weapons Advisory Opinion, para 41; Oil Platforms

Judgment, paras. 43, T3-74, 76.
' Muremburg Tribunal Judgment at 435 {referming to the Carofine formula).
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