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LAMPIRAN

Lampiran 1 P4 basic.p4 script sebelum implementasi Metode Keamanan

#include <core.pd>
#include <vimodel. pd>»

<16> TYPE_IPV4 = 6x3600,;

K .|"

typedef
typedef

typedef

macAddr_t srcAddr;
<16> etherType;

{

version;

ihl;

diffserv;
totallen;
identification;

L
L e

6 6 =

ethernet;
ipvd;




***I

MyParser{packet in packet,
headers hdr,
metadata meta,
standard metadata t standard metadata) {

start {

transition parse_ethernet;

parse sthernst {
packet.extract(hdr.ethernet);
transition select(hdr.ethernet.etherType
TYPE_IPV4: parse ipv4;
default: accept;

parse ipvd {

packet.extract(hdr.ipv4);
transition accept;

***I

MyVerifyChecksum( headers hdr, metadata meta)
apply {

***I

MyIngress( headers hdr,
metadata meta,
standard metadata t standard metadata) {
drop() {
mark to drop(standard metadata);

ipv4d_forward(macAddr_t dstAddr, egressSpec_t port)
standard metadata.egress spec = port;
hdr.ethernet. srcAddr hdr.ethernet.dstAddr;
hdr.ethernet.dstAddr dstAddr;
hdr.ipvd.ttl = hdr.ipvd4.ttl - 1;




ipwd lpm {

hdr.ipv4.dstAddr: lpm;

= —

ipvd forward;
drop;
NoAction;

hdr.ipvd. isWalid()
ipv4_lpm.apply(};

#**f

headers hdr,
metadata meta,
standard _metadata t standard metadata) {

t##;

MyComputeChecksum( C metadata meta) {
apply {
update_checksum

hdr.ipvd.isWalid(},

{ hdr.ipv4.version,
hdr.ipv4.ihl,
hdr.ipvd.diffserv,
hdr.ipv4.totallen,
hdr.ipv4.identification,
hdr.ipv4.flags,
hdr.ipvd. fraglffzet,
hdr.ipvd.ttl,
hdr.ipv4.protocol,
hdr.ipv4.srchddr,
hdr.ipv4.dstaAddr 7},

hdr.ipvd.hdrChecksum,

HashAlgorithm.csumle) ;
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.emit(hdr.ethernet);
.emit(hdr.ipv4d);

V1Swi

MyParser( )
MyVerifyChecksum( ),
MyIngress( ),
MyEgress( ),
MyComputeChecksum( ),
MyDeparser(

)} main;




Lampiran 2 JSON script topology.json untuk basic.p4

"hosts": {
"h1": {"ip":

"h2": {"ip": "1e
" commands

;linkq”:

"h1", "s1-p1”1,
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Lampiran 3 JSON script s1-runtime.json untuk basic.p4

"target”:
"pdinfo”:
"bmv2 json™:

"table entries”:

"table™: "Myl

"match™: {
"hdr.ipv4.dstAddr”:

I

"action_name”: "My

"action_params”: {
"dstAddr”:
"port™: 1

I

"table": "My 4 lpm™,
"match”: {
"hdr.ipv4.dstAddr”: [

JL ¥

"action_name”™: "My
"action_params": {
"dstAddr”:
"port™: 2

"table": "My
"match™: {
"hdr.ipv4.dstAddr”:

JL ¥

"action_name":

"action_params"
"dstAddr":
"port™:
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Lampiran 4 P4 dice.p4 script implementasi Metode Keamanan

#include <core.pd:
#include <vimodel.pd»

«16> TYPE_IPVA = BuBoe;
<8y TYPE_TCP = 6;

#define BLOOM FILTER_ENTRIES 4895
#define BLOOM FILTER_BIT WIDTH 1

.'il,l'

€9
typedef <48>
typedef €32y ipdaddr

thernet_t {
machAddr_t dstaddr;
r_t srciAddr;
etherType;

t {
version;
ihl1;
diffsery;
totallen;
identification;
flags;
fraghffset;
ttl;
protocol;
hdrChecksum;

t srchddr;

t dstiddr;

srcPort;
dstPort;
seqhio;
ackMo;
datalffset;
res;

oW

BCE;

urg;

ack;

psh;

rst;

Synj

fin;
window;
checksum;
urgentPtr;

ethernet ;
ipwa;
tepj




ta_t standard_metadata) {

packet.extract(hdr.ethernet);

transition select(hdr.ethernet.etherType

TYPE_IPV4: pa

packet.extract (hdr.ipwd);

transition select(hdr.ipvd.protocol
TYPE_TCP: top;
default: accept

5

packet.extracthdr.tcp);
transition

a meta,

adata meta) {

d_metadata_t standard_metadata) {

er<bit<(BLOOM FILTER_BIT WIDTH):»(BLOOM_FILTER_ENTRIES
r<bdit< (BLOOM_FILTER_BIT_WIDTH)»»({BLOOM FILTER_ENTRIES

<3i» reg pos_one;
<1 reg_val_one;
<1 direction;

£32> reg pos_two;
<1> reg_val_two;

drop
mark_to_drop(standard metadata) ;

compute_hashes (ip t ipAddrl, ip
hash(reg_pos_one, HashAlgorithm.corclg, (

hash(reg_pos_two, HashAlgorithm.corc32, (

Addr_t ipdddr2,

<16> portl, <16> port2
<32>)8, {ipAddrl,
ipaddra,
portl,
port2,
hdr.ipvd.protocol},
{bit¢325)BLOOM_FILTER_ENTRIES);

«<32>)8, {ipAddrl,
ipaddra,
portl,
port2,
hdr.ipvd.protocol},
{bit¢325)BLOOM_FILTER_ENTRIES);




ipvd_forward{macAddr t dstAddr, egressSpec_t port
standard_metadata.egress_spec = port;
hdr.ethernet.srcAddr = hdr.ethernet.dstAddr;
hdr.ethernet .dstAddr = dstAddr;
hdr.ipvd.ttl = hdr.ipwd.ttl - 1;

ipwd_lpm

hdr.ipwd .dsthddr: lpm;

ipud forward;
drop;
Mosction;

size = 1824;
default_action = drop();

set_direction ¢1» dir
irection = dir;

check_ports
standard_metadata.ingress_port: exact;
standard_metadata.egress_spec: exact;

set_direction;
Modction;

size = 1B24;
Ffault_action = NoAction();

apply

if (hdr.ipwd.isValid()
ipud lpm.apply();

if (hdr.tcp.isValid()){
direction = 8;

if (check_ports.apply().hit
if (direction ==
compute_hashes{hdr.ipvd.srchddr, hdr.ipvd.dstaddr, hdr.tcp.srcPort, hdr.tcop.dstPort);

else
compute_hashes{hdr.ipvd.dstAddr, hdr.ipvd.srcAddr, hdr.tcp.dstPort, hdr.tcp.srcPort);

if (direction == @
if (hdr.tcp.syn == 1)}
bloom_filter 1.write(reg_pos_one, 1);
bloom_filter 2.write(reg_pos_two, 1);

else if (direction = 1
bloom_filter_1.read{reg val_one, reg_pos_one);
bloom filter_2.read{reg val_two, reg_pes_twc}jl
if (reg val one != 1 || reg_val_two != 1){
drop( );
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_t standard_metadata) {

update_che

hdr.ip

{ hdr.ip
hdr.ipwd.ihl,
hdr.ipwd.diffserv,
hdr.ipwd.totallen,
hdr. ipwd.idemtifica
hdr. ip
hdr. ipwd.fragiffset,
hdr. ipwd.ttl,

HashAlgorithm.csumlé) ;

et_out packet, he s hdr) {

cet.emit(hdr.ethernet);
¥
mit(hdr.tcp);

MyIngress

MyEgressi( ),
omputeChecksum| ),

MyDeparser

1 mainj
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Lampiran 5 JSON script topology.json untuk dice.p4

"hosts": {
"hi":

"16.
"commands

“ip": "10.
"commands

"switches™:
el "runtime_j:
“program”

;link§H




Lampiran 6 JSON script sl-runtime.json untuk dice.p4

"target”:
"pdinfo”:
“bmv2_js

“"table entries™:

"table™: "MyI
"match™: {
"standard_metadata.ingres

I

"action_name™: "MyI

"action_params”: {
"dir”: ©

"table"™: "MyIn

"match™: {
"standard metadata.ingress port™: 2,
"standard_metadata.egress_spec”:

I

"action_name™: "MyI

"action_params": {
"dir”: @

"table™: )
"match™: {
"standard metadata.ingress port™: 3,
"standard _metadata.egress spec”: 1
ction_name™: “MyIr ction”,
"action_params": {

"dir": 1

JL

“"table™: "MyI
"match™: {
"standard_metadata.ingres
"standard_metadata.egres
I
"action_name™:
"action_params":
"dir™: 1
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"table”: "Myl
"detault_action
"action_name": "MyIn
"action_params™: {}

"table": "MyIn s.ipva lpm™,
"match": {

“hdr.ipv4.dstAddr”: ["16.8.1.1",
}s
"action_name”: “MyIng
"action_params": {

“dstAddr™: "

"port™: 1

"table": "MyIn s.ipvd lpm™,
"match”: {

“hdr.ipv4.dstAddr”:
}s
"action_name™: “MyIn
"action_params": {

“dstAddr™: "

“port™: 2

"table™: "MyIngress.ipv4 lpm®,
"match”: {
“hdr.ipv4.dstAddr”: ["1¢
}s
"action_name™: “MyIn

"action_params": {
"dstaddr™: "
“port": 3




Lampiran 7 Wireshark Capture Sebelum Implementasi Metode Keamanan

1. Tampilan capture dari setiap alur masuk dan keluar di setiap port

Name:
Length:
Hash (SHA256):

Format
Encapsulation:
Snapshot length

Time
st packet:
Last packet
Elpsed:
Capture
Hardmare
Agpication
Interfaces
Interface
Unknown
Statistics

Measurement
Packets

Time span, s

Average pps

Average packe size, B

Average bitsh

Capture file comments

Wireshark - Capture File Propertles - s1-eth1_ln.pcap

fhome/dice/Palabipdbasicipeaps/sl-ethl_inpeap

4abagBlc ¥
52b3415063729dceb6eScazbd] 260482515€1828
8620ch67613c435114901ecc7507019dc61e2c2
Viresharkcpaumpl... - pcap

Ethernet

262144

20240610 12:05:18
20240610 12:09.34
00:04:16

Unknown
Unknown
Unknown

Dropped pac Capture fiter

nknown Uninown

Captured
182733
256,004
ns

9869406
8k

208 k

35250424

Displaved
182733 (100.0%)
256004

ne

9869406 (100.0%)
8k

308k

elsave Comments || XClose ||/ Copy To Cipboard

Sinep
00.0%)

Profile: Default

Hash (SHA256):
Hash (RIPEME
Hash (SHAL):

Encapsulation:
Snapshot length

Time
First packet:
Last packet
Elapsed:
Capture
Hardmare
0s:
Appication
Interfaces

interface
Unknomn

Statistics

Average packet size, 8
Bytes

Average bytesis
Average bits

Capture file comments

Wireshark - Capture File Properties - s1-eth1_out.pcap

Ihome dice Palabipdbasicipcaps/s1-eth]_out pcap
13M8

851629092bb/b27bda1941 301 5cbeGBBdSa2ac
922501cd9¢3065¢196231516051c32590004dc
peap

20240610 12:06:49
2024.06-10 120846
00015

Unknown
Unknown

Dropped packets Capture fiter
nknown Uninown

Captured
199137
116666
17069

s
10753308
92k

"k

Paket size limt
267144 bytes

Displaes
199137 (100.0%)
116666

17069

sa

10753398 (100 0%
92k

M7k

el save Comments || X Close ||/ Copy To Cipboard

Sinep

69




Details
File

Name:

Length:

Hash (SHA256):
Hash (RIPEMD160}
Hash (SHAL):
Format
Encapsulation:
‘Snapshot length
Time

First packet:

Last packet
Eapsed:

Captur

Hardmare

0s:

Application

Interfaces

P
Unknom

Statistics

Average packe size, 8
Bytes

Average bytesss
Average bits

Capture file comments

Wireshark - Capture File Properties - s1-eth2_out.pcap

Mhomeidice/Palablpabasicipeaps/s]-£th2_out peap
6748
109661196460457414052305744201893c1290
€02750780417¢1002840e8175248987142311c9
Viirosharkcpoumpl... - pcap

Ethernet

262144

20240610 12:06:53
2024.06-10 120840
00:01:46

Capture
Uninown

Displaved
964 (100.0%)
06.904

sa
52056 (100.0%
136

3895

sz
267144 bytes

el save Comments || X Close | | v/ Copy o Clipboard

Sinep

Snapshot length
Time

First packet:

Capture
Hardmare
0s:
Appication
Interfaces

interface
Unknomn

Statistics

Measurement

Average packet size, 8
Bytes

Average bytesis
Average bitsis

Capture file comments

Wireshark - Capture File Properties - s1-eth3_in.pcap

omeidice/Palabipabasic/peaps/s1-eth3_in peap
13M8

MaGes1 1
£699227228(744220412/54419301562575489¢
224236212827 34de¢203030abb7acc 18b3cS {7
ViiresharkRicpoumpl... - pcap

20240610 12:05:18
20240610 122243

Oropped packets Capture fiter
nknown Uninown

Displa
198963 (100.0%)
1044.890

1904

sa

10745837 (100.0%
0k

Rk

dsave Comments || XClose | | v/ Copy o Clipboard

First packet
Last packet
Elpsed:
Captur
Hardmare
0s:
Agpication
Interfaces

intertace
Unknomn

Statistics

Average bitsis

Capture file comments

Wireshark - Capture File Properties - s1-eth2_In.pcap

Momenfice/Palabipabasicipcaps/s1-eth_inpcap
7458

3726817741
20fcc60834769d11076663c2840¢967¢8948¢84
CC7h2c6a84364802245 381444261120 734607
Wiresharkfcpoump

Ethernet

262104

20240610 12:05:18
20240610 121431
00:09:13

Capture
nknown Uninown

1034 (100.0%)
553375
19

57806 (100.0%)

104

s

cket size limit
267148 bytes

adsave Comments || Xclose | | v/ Copy To Clipboard
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2. Gambar grafik dari setiap alur masuk dan keluar dari setiap port pada switch
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* |
1 / ||

18072 160721 16.07.21

161800
1697.20
T

Wireshark 10 Graghs: s1-eth_inpcap

1800
1607.24

Wireshark O Grophs: s1-ethi_in peap

11800 Ti1E0 181800
1607.24 16.07.24 160724

1419:30 142000
1607.22 16.07.24

Wireshark 10 Graphs: s1-sthi_out.peap
160721

il

160724 160728
Tima ()
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Lampiran 8 Wireshark Capture Setelah Implementasi Metode Keamanan

1. Tampilan capture dari setiap alur masuk dan keluar di setiap port

Wireshark - Capture File Properties - s1-eth1_in.pcap

« B T
AR O ™ .
bl Name Ihometice Palabipadiceeepcapsisl-ethl_n peap B+
Longth 214k8 =
Time
— Hash (SHAZ56) o 3
Hash (RIPEMDI 60} €371 3dsef1d110e4be(5750297735 5284235
Wash (SHAL 9246003¢3910645 3b61550370339ecb6700260¢
Form: ViresharkRcpoumpl...- peap
9 Encapsulation cene
6 1009110
. Snapshot length 262104
8 1240316
11, 592281
First packet 20240610 12:48.33
12 1.788758 Last packet 20240610 12:52.07
13 2.128425 Eiapsed 324
10 2.80562
15 4.2207% Capti
° 16 39731
20 Hardware Unknown
it 05 Unicnown
20 w1322 application Unknown
7. 337a50 ] Interfaces
ntectace Dropped packets Capture fiter i
Unknown Onknown Uninown 262144 bytes
Statistics
] Measurement Captured plaged Marked
Fackets 3001 3031 (100.0%) = &
, 1: 86 bytes of | Time span. s 21401 214015
+ Echernat 11, Src: & | average pps 142 142
’ Average packet size, 8 s 55
Bytes 165551 165551 (100.0%) o
Average bytesss m m =
Average bitsls 6168 6188
3333 1 57 47 9
50 09 08 20 3 1
9 09 99 6 & of
4 01 £f 8¢ 47 9
900992 60 60 8 Copnure e comme
20 a 10 c5 45 4| SHPUKefile comments
4 Refresh dSave Comments || R Close ||/ Copy To Clipboard | 33Help
© 7 et inpap profie: Oetauit
Wireshark - Capture File Properties - s1-eth1_out.pcap
Fie Ede View Go
-
Am 1@
bl IhomedicePalabipddiceselpcapsisl-ethl_out pcap B+
= gt 21048 =
LS Hash (SHAZ56)
g Hash (RIPEMD160) cbb822524326294ch951e2fedbc180342782091
Wash (SHAL 2992314 7050866b7909373 740266062092 782
Format Viresharkcpohs
] Encapsutaion ethernat
3 5 o Snapshot length 262188
9 0.0872 Time
t First packet 20240610 124919
a3 Last packet 20240610 12:52.07
: 02 Eiapsed o002:47
15 0.3 captur
° “
L Hardware Unknown
05 Unknown
2 7104 application Unknown
5 | interaces
24 9.2609 ntectace Dropped packets Capture fiter unk type Packet size mit
) 27078 Unknown Onknown Uninown = 262144 bytes
029 Statistics
29 0.3206 Measuremer Displayed
0TS Fackets 3000 (100.0%) z
3 Erme 1: 4 bytes o | Tme span.s 167509
+ Ethe , Sro: i apeis
+ Internat Protocal W | Averde PP s
e eatScion Contrd] | Average packet sze, 8 s
Bytes 162000 (100.0%) o
Average bytesss 967 =
Average bitsis 1136
56 09 06 00 61 3
% 23 5 de %0 o
91 01 38 93 90 0
62 60 43 28 60 0f
Capture fila comments
4 Reresh save Comments | [ XClose ]|/ Copy To Cipboard || 33Help
©7 setion profie: Defauit

Name:

Wireshark - Capture File Properties - s1-eth2_in.pcap

Irome dice Palabipddicesepcaps/sl-eth? in peap

= Longi 2uls —
& LCI— Hosh (SHAZS6). 17411 5
; Hash (RPEMD160) 1528171 T15d24aab6 1c65 adceeelseTeedcs
Hash (SHAL 3340060651950 70271221cTe3660605104 726885
Format Viresharkcpdmp.. - peap
] - Encagsuttion thernot
31 1o0000 Snapshot length 262148
8 14os3an
Time
101887582
First packe 20240610 124833
12 1857000 Last packet 20240610 125206
13 2100912 clapses 000333
16 2870048
354.19060 N | capeure
o 17 a.mmaze Hantuare Unknown
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Lampiran 9 Mininet Configuration Capture

dice@dadu: ~/Palab/pabasic

: $ make run
mkdir -p butld pcaps logs
pac-bm2-ss --pdv 16 --pdruntime-files build/basic.p4.pdainfo.txt -o build/basic.json basic.p4
sudo python3 ../utils/run_exercise.py -t topology.json -j build/basic.json -b simple_switch_grpc
Reading topology file.
Building mininet topology.
Configuring switch s1 using P4Runtime with file si_runtime.json
Using P4Info file build/basic.p4.painfo.txt
Connecting to P4Runtime server on 127.6.0.1:506051 (bmv2)...
setting pipeline config (build/basic.json).
Inserting 3 table entries...
- MyIngress.ipv4_lpm: hdr.ipv4.dstAdd '10.9.2.1" MyIngress.ipv4_forward(dstAdd
MyIngress.ipv4_lpm: hdr.ipv4.dstAdd .0.2. MyIngress.ipv4_forward(dstAdd
- MyIngress.ipv4_lpm: hdr.ipv4.dstAddr= .0.3.3' => MyIngress.ipv4_forward(dstAddr=08:00:00:00:03:33, port=3)
s1 -> gRPC port: 50051
h1
default interface: ethe 10.0.

interface: etho 10.0.

interface: ethe 10.0.

Starting mininet CLI

to the BMV2 Mininet CLI!

Your P4 program is installed into the BMV2 software switch
and your initial runtime configuration is loaded. You can interact
with the network using the mininet CLI below.

To inspect or change the switch configuration, connect to
its CLI from your host operating system using this command:
simple_switch_CLI --thrift-port <switch thrift port>

To view a switch log, run this command from your host 0S:
tall -f /home/dice/Palab/pdbasic/logs/<switchname>.log

To view the switch output pcap, check the pcap files in /home/dice/P4lab/pabasic/pcaps:
for example run: sudo tcpdump -xxx -r si-ethi.pcap

To view the P4Runtime requests sent to the switch, check the
corresponding txt file in /home/dice/Palab/pabasic/logs:
for example run: cat /home/dice/P4lab/pdbasic/logs/s1-pdruntine-requests.txt

mintnet> []

M dice@dadu: ~/P4lab/padiceee

mkdir -p build pcaps logs

p4c-bm2-ss --pdv 16 --pdruntime-files build/dice.p4.p4info.txt -o build/dice.json dice.p4

sudo python3 ../utils/run_exercise.py -t topology.json -j build/dice.json -b simple_switch_grpc

Reading topology file.

Building mininet topology.

Configuring switch s1 using P4Runtime with file si-runtime.json
Using P4Info file build/dice.p4.p4info.txt...
Connecting to P4Runtime server on 127.60.0.1:50051 (bmv2)...
Setting pipeline config (build/dice.json)...
Inserting 8 table entries...
MyIngress.check_ports: standard_metadata.ingress_port= standard_metadata.egress_spec= MyIngress.set_direction(dir=0)
MyIngress.check_ports: standard_metadata.i = standard_metadata.egress_spe MyIngress.set_direction(dir=0)
MyIngress.check_ports: standard_metadata.i | standard_metadata.egress_spec MyIngress.set_direction(dir=1)
MyIngress.check_ports: standard_metadata. 1 , standard_metadata.egress_spec MyIngress.set_direction(dir=1)
MyIngress.ipv4_lpm: (default action) => MyIngress.drop()
MyIngress.ipv4_lpm: hdr.ipv4.dstAddr=['106.6.1.1', 32] => MyIngress.ipv4_forward(dstAddr=08:00:00:00:01:11,
MyIngress.ipv4_lpm: hdr.ipv4.dstAddr=['10.0.2.2', 32] => MyIngress.ipv4_forward(dstAddr=08:00:0 0:02:22, por )
MyIngress.ipv4_lpm: hdr.ipv4.dstAddr=['16.6.3.3', 32] => MyIngress.ipv4_forward(dstAddr=68:00:00:00:03:00, port=3)

s1 -> gRPC port: 50051

Aok Rk R ARk

h1

default interface: ethe 10.6.1.1

TRk
P ——

h2

default interface: ethe 10.0.2.2 08:00:00:00:02:22

A EEAERE
.

h3

default interface: ethe 10.6.3.3 08:00:00:00:03:33

ek

Starting mininet CLI

Welcome to the BMV2 Mininet CLI!

Your P4 program is installed into the BMV2 software switch
and your initial runtime configuration is loaded. You can interact
with the network using the mininet CLI below.

To inspect or change the switch configuration, connect to
its CLI from your host operating system using this command:
simple_switch_CLI --thrift-port <switch thrift port>

To view a switch log, run this command from your host 0S:
tail -f /home/dice/P4lab/p4diceee/logs/<switchname>.log

To view the switch output pcap, check the pcap files in /home/dice/P4lab/p4diceee/pcaps:
for example run: sudo tcpdump -xxx -r si-ethi.pcap

To view the P4Runtime requests sent to the switch, check the
corresponding txt file in /home/dice/P4lab/p4diceee/logs:
for example run: cat /home/dice/P4lab/p4diceee/logs/s1-paruntime-requests.txt

mininet> [:l



