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LAMPIRAN CODE

# CREATE CERTIFICATE
createcertificatesForOrgl() {
echo
echo "Enroll the CA admin”
echo
mkdir -p ../crypto-config/peerOrganizations/organizationl/
export FABRIC_CA CLIENT_HOME=${PWD}/../crypto-
config/peerOrganizations/organizationl/

fabric-ca-client enroll -u https://admin:adminpw@localhost:1001 --
caname ca-organizationl --tls.certfiles ${PWD}/fabric-ca/orgl/tls-
cert.pem

echo 'NodeOUs:

Enable: true

ClientOUIdentifier:
Certificate: cacerts/localhost-1001-ca-organizationl.pem
OrganizationalUnitIdentifier: client

PeerOUIdentifier:
Certificate: cacerts/localhost-1001-ca-organizationl.pem
OrganizationalUnitIdentifier: peer

AdminOUIdentifier:
Certificate: cacerts/localhost-1001-ca-organizationl.pem
OrganizationalUnitIdentifier: admin

OrdererOUIdentifier:
Certificate: cacerts/localhost-1001-ca-organizationl.pem
OrganizationalUnitIdentifier: orderer' >${PWD}/../crypto-

config/peerOrganizations/organizationl/msp/config.yaml

echo

echo "Register peero"

echo

fabric-ca-client register --caname ca-organizationl --id.name
peer® --id.secret peer@pw --id.type peer --tls.certfiles
${PWD}/fabric-ca/orgl/tls-cert.pem

echo
echo "Register user"
echo
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fabric-ca-client register --caname ca-organizationl --id.name
userl --id.secret userlpw --id.type client --tls.certfiles
${PWD}/fabric-ca/orgl/tls-cert.pem

echo

echo "Register the org admin”

echo

fabric-ca-client register --caname ca-organizationl --id.name
orgladmin --id.secret orgladminpw --id.type admin --tls.certfiles
${PWD}/fabric-ca/orgl/tls-cert.pem

mkdir -p ../crypto-config/peerOrganizations/organizationl/peers

# Peer ©
mkdir -p ../crypto-
config/peerOrganizations/organizationl/peers/peer@.organizationl

echo

echo "## Generate the peer@ msp"

echo

fabric-ca-client enroll -u https://peer@:peer@pw@localhost:1001 --
caname ca-organizationl -M ${PWD}/../crypto-
config/peerOrganizations/organizationl/peers/peer@.organizationl/msp
--csr.hosts peer®@.organizationl --tls.certfiles ${PWD}/fabric-
ca/orgl/tls-cert.pem

cp ${PWD}/../crypto-
config/peerOrganizations/organizationl/msp/config.yaml
${PWD}/../crypto-
config/peerOrganizations/organizationl/peers/peer@.organizationl/msp
/config.yaml

echo

echo "## Generate the peer@-tls certificates”

echo

fabric-ca-client enroll -u https://peer@:peer@pw@localhost:1001 --
caname ca-organizationl -M ${PWD}/../crypto-
config/peerOrganizations/organizationl/peers/peer@.organizationl/tls
--enrollment.profile tls --csr.hosts peer@.organizationl --csr.hosts
localhost --tls.certfiles ${PWD}/fabric-ca/orgl/tls-cert.pem

cp ${PWD}/../crypto-
config/peerOrganizations/organizationl/peers/peer@.organizationl/tls
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/tlscacerts/* ${PWD}/../crypto-
config/peerOrganizations/organizationl/peers/peer@.organizationl/tls
/ca.crt

cp ${PWD}/../crypto-
config/peerOrganizations/organizationl/peers/peer@.organizationl/tls
/signcerts/* ${PWD}/../crypto-
config/peerOrganizations/organizationl/peers/peer@.organizationl/tls
/server.crt

cp ${PWD}/../crypto-
config/peerOrganizations/organizationl/peers/peer@.organizationl/tls
/keystore/* ${PWD}/../crypto-
config/peerOrganizations/organizationl/peers/peer@.organizationl/tls
/server.key

mkdir ${PWD}/../crypto-
config/peerOrganizations/organizationl/msp/tlscacerts

cp ${PWD}/../crypto-
config/peerOrganizations/organizationl/peers/peer@.organizationl/tls
/tlscacerts/* ${PWD}/../crypto-
config/peerOrganizations/organizationl/msp/tlscacerts/ca.crt

mkdir ${PWD}/../crypto-
config/peerOrganizations/organizationl/tlsca

cp ${PWD}/../crypto-
config/peerOrganizations/organizationl/peers/peer@.organizationl/tls
/tlscacerts/* ${PWD}/../crypto-
config/peerOrganizations/organizationl/tlsca/tlsca-organizationl-
cert.pem

mkdir ${PWD}/../crypto-config/peerOrganizations/organizationl/ca

cp ${PWD}/../crypto-
config/peerOrganizations/organizationl/peers/peer@.organizationl/msp
/cacerts/* ${PWD}/../crypto-
config/peerOrganizations/organizationl/ca/ca-organizationl-cert.pem

mkdir -p ../crypto-config/peerOrganizations/organizationl/users
mkdir -p ../crypto-
config/peerOrganizations/organizationl/users/Userl@organizationl

echo
echo "## Generate the user msp"
echo
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fabric-ca-client enroll -u https://userl:userlpw@localhost:1001 --
caname ca-organizationl -M ${PwWD}/../crypto-
config/peerOrganizations/organizationl/users/Userl@organizationl/msp
--tls.certfiles ${PWD}/fabric-ca/orgl/tls-cert.pem

mkdir -p ../crypto-
config/peerOrganizations/organizationl/users/Admin@organizationl

echo

echo "## Generate the org admin msp"

echo

fabric-ca-client enroll -u
https://orgladmin:orgladminpw@localhost:1001 --caname ca-
organizationl -M ${PWD}/../crypto-
config/peerOrganizations/organizationl/users/Admin@organizationl/msp
--tls.certfiles ${PWD}/fabric-ca/orgl/tls-cert.pem

cp ${PWD}/../crypto-
config/peerOrganizations/organizationl/msp/config.yaml
${PWD}/../crypto-
config/peerOrganizations/organizationl/users/Admin@organizationl/msp
/config.yaml

# createcertificatesForOrgl

createCertificatesForOrg2() {
echo
echo "Enroll the CA admin”
echo
mkdir -p /../crypto-config/peerOrganizations/organization2/

export FABRIC_CA CLIENT_HOME=${PWD}/../crypto-
config/peerOrganizations/organization2/

fabric-ca-client enroll -u https://admin:adminpw@localhost:1002 --
caname ca-organization2 --tls.certfiles ${PWD}/fabric-ca/org2/tls-
cert.pem

echo 'NodeOUs:
Enable: true
ClientOUIdentifier:
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Certificate: cacerts/localhost-1002-ca-organization2.pem
OrganizationalUnitIdentifier: client

PeerOUIdentifier:
Certificate: cacerts/localhost-1002-ca-organization2.pem
OrganizationalUnitIdentifier: peer

AdminOUIdentifier:
Certificate: cacerts/localhost-1002-ca-organization2.pem
OrganizationalUnitIdentifier: admin

OrdererOUIdentifier:
Certificate: cacerts/localhost-1002-ca-organization2.pem
OrganizationalUnitIdentifier: orderer' >${PWD}/../crypto-

config/peerOrganizations/organization2/msp/config.yaml

echo
echo "Register peero"
echo

fabric-ca-client register --caname ca-organization2 --id.name
peer® --id.secret peer@pw --id.type peer --tls.certfiles
${PWD}/fabric-ca/org2/tls-cert.pem

echo
echo "Register user"
echo

fabric-ca-client register --caname ca-organization2 --id.name
userl --id.secret userlpw --id.type client --tls.certfiles
${PWD}/fabric-ca/org2/tls-cert.pem

echo
echo "Register the org admin”
echo

fabric-ca-client register --caname ca-organization2 --id.name
org2admin --id.secret org2adminpw --id.type admin --tls.certfiles
${PWD}/fabric-ca/org2/tls-cert.pem

mkdir -p ../crypto-config/peerOrganizations/organization2/peers
mkdir -p ../crypto-
config/peerOrganizations/organization2/peers/peer@.organization2
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# Peer 0

echo

echo "## Generate the peer@ msp"
echo

fabric-ca-client enroll -u https://peer0@:peer@pw@localhost:1002 --

caname ca-organization2 -M ${PWD}/../crypto-

config/peerOrganizations/organization2/peers/peereo.

organization2/msp

--csr.hosts peer®@.organization2 --tls.certfiles ${PWD}/fabric-

ca/org2/tls-cert.pem

cp ${PWD}/../crypto-

config/peerOrganizations/organization2/msp/config.yaml

${PWD}/../crypto-

config/peerOrganizations/organization2/peers/peereo.

/config.yaml

echo
echo "## Generate the peer@-tls certificates"
echo

organization2/msp

fabric-ca-client enroll -u https://peer@:peer@pw@localhost:1002 --

caname ca-organization2 -M ${PWD}/../crypto-

config/peerOrganizations/organization2/peers/peere.

organization2/tls

--enrollment.profile tls --csr.hosts peer@.organization2 --csr.hosts
localhost --tls.certfiles ${PWD}/fabric-ca/org2/tls-cert.pem

cp ${PWD}/../crypto-

config/peerOrganizations/organization2/peers/peere.

/tlscacerts/* ${PWD}/../crypto-

config/peerOrganizations/organization2/peers/peere@.

/ca.crt
cp ${PWD}/../crypto-

config/peerOrganizations/organization2/peers/peero.

/signcerts/* ${PWD}/../crypto-

config/peerOrganizations/organization2/peers/peero.

/server.crt
cp ${PWD}/../crypto-

config/peerOrganizations/organization2/peers/peereo.

/keystore/* ${PWD}/../crypto-

config/peerOrganizations/organization2/peers/peero.

/server.key

organization2/tls

organization2/tls

organization2/tls

organization2/tls

organization2/tls

organization2/tls
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mkdir ${PWD}/../crypto-
config/peerOrganizations/organization2/msp/tlscacerts

cp ${PWD}/../crypto-
config/peerOrganizations/organization2/peers/peer@.organization2/tls
/tlscacerts/* ${PWD}/../crypto-
config/peerOrganizations/organization2/msp/tlscacerts/ca.crt

mkdir ${PWD}/../crypto-
config/peerOrganizations/organization2/tlsca

cp ${PWD}/../crypto-
config/peerOrganizations/organization2/peers/peer@.organization2/tls
/tlscacerts/* ${PWD}/../crypto-
config/peerOrganizations/organization2/tlsca/tlsca-organization2-
cert.pem

mkdir ${PWD}/../crypto-config/peerOrganizations/organization2/ca

cp ${PWD}/../crypto-
config/peerOrganizations/organization2/peers/peer@.organization2/msp
/cacerts/* ${PWD}/../crypto-
config/peerOrganizations/organization2/ca/ca-organization2-cert.pem

mkdir -p ../crypto-config/peerOrganizations/organization2/users
mkdir -p ../crypto-
config/peerOrganizations/organization2/users/Userl@organization2

echo
echo "## Generate the user msp"
echo

fabric-ca-client enroll -u https://userl:userlpw@localhost:1002 --
caname ca-organization2 -M ${PWD}/../crypto-
config/peerOrganizations/organization2/users/Userl@organization2/msp
--tls.certfiles ${PWD}/fabric-ca/org2/tls-cert.pem

mkdir -p ../crypto-
config/peerOrganizations/organization2/users/Admin@organization2

echo
echo "## Generate the org admin msp"
echo
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fabric-ca-client enroll -u
https://org2admin:org2adminpw@localhost:1002 --caname ca-
organization2 -M ${PWD}/../crypto-
config/peerOrganizations/organization2/users/Admin@organization2/msp
--tls.certfiles ${PWD}/fabric-ca/org2/tls-cert.pem

cp ${PWD}/../crypto-
config/peerOrganizations/organization2/msp/config.yaml
${PWD}/../crypto-
config/peerOrganizations/organization2/users/Admin@organization2/msp
/config.yaml

# createCertificateForOrg2

createCertificatesForOrg3() {
echo
echo "Enroll the CA admin”
echo
mkdir -p ../crypto-config/peerOrganizations/organization3/

export FABRIC_CA CLIENT_HOME=${PWD}/../crypto-
config/peerOrganizations/organization3/

fabric-ca-client enroll -u https://admin:adminpw@localhost:1003 --
caname ca-organization3 --tls.certfiles ${PWD}/fabric-ca/org3/tls-
cert.pem

echo 'NodeOUs:

Enable: true

ClientOUIdentifier:
Certificate: cacerts/localhost-1003-ca-organization3.pem
OrganizationalUnitIdentifier: client

PeerOUIdentifier:
Certificate: cacerts/localhost-1003-ca-organization3.pem
OrganizationalUnitIdentifier: peer

AdminOUIdentifier:
Certificate: cacerts/localhost-1003-ca-organization3.pem
OrganizationalUnitIdentifier: admin

OrdererOUIdentifier:
Certificate: cacerts/localhost-1003-ca-organization3.pem
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OrganizationalUnitIdentifier: orderer' >${PWD}/../crypto-
config/peerOrganizations/organization3/msp/config.yaml

echo
echo "Register peero"
echo

fabric-ca-client register --caname ca-organization3 --id.name
peerd --id.secret peer@pw --id.type peer --tls.certfiles
${PWD}/fabric-ca/org3/tls-cert.pem

echo
echo "Register user"
echo

fabric-ca-client register --caname ca-organization3 --id.name
userl --id.secret userlpw --id.type client --tls.certfiles
${PWD}/fabric-ca/org3/tls-cert.pem

echo
echo "Register the org admin”
echo

fabric-ca-client register --caname ca-organization3 --id.name
org3admin --id.secret org3adminpw --id.type admin --tls.certfiles
${PWD}/fabric-ca/org3/tls-cert.pem

mkdir -p ../crypto-config/peerOrganizations/organization3/peers
mkdir -p ../crypto-
config/peerOrganizations/organization3/peers/peer@.organization3

e
# Peer ©

echo

echo "## Generate the peer@ msp"

echo

fabric-ca-client enroll -u https://peer@:peer@pw@localhost:1003 --
caname ca-organization3 -M ${PWD}/../crypto-
config/peerOrganizations/organization3/peers/peer@.organization3/msp
--csr.hosts peer@.organization3 --tls.certfiles ${PWD}/fabric-
ca/org3/tls-cert.pem
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cp ${PWD}/../crypto-
config/peerOrganizations/organization3/msp/config.yaml
${PWD}/../crypto-
config/peerOrganizations/organization3/peers/peer@.organization3/msp
/config.yaml

echo
echo "## Generate the peer@-tls certificates”
echo

fabric-ca-client enroll -u https://peer@:peer@pw@localhost:1003 --
caname ca-organization3 -M ${PWD}/../crypto-
config/peerOrganizations/organization3/peers/peer@.organization3/tls
--enrollment.profile tls --csr.hosts peer@.organization3 --csr.hosts
localhost --tls.certfiles ${PWD}/fabric-ca/org3/tls-cert.pem

cp ${PWD}/../crypto-
config/peerOrganizations/organization3/peers/peer@.organization3/tls
/tlscacerts/* ${PWD}/../crypto-
config/peerOrganizations/organization3/peers/peer@.organization3/tls
/ca.crt

cp ${PWD}/../crypto-
config/peerOrganizations/organization3/peers/peer@.organization3/tls
/signcerts/* ${PWD}/../crypto-
config/peerOrganizations/organization3/peers/peer@.organization3/tls
/server.crt

cp ${PWD}/../crypto-
config/peerOrganizations/organization3/peers/peer@.organization3/tls
/keystore/* ${PWD}/../crypto-
config/peerOrganizations/organization3/peers/peer@.organization3/tls
/server.key

mkdir ${PWD}/../crypto-
config/peerOrganizations/organization3/msp/tlscacerts

cp ${PWD}/../crypto-
config/peerOrganizations/organization3/peers/peer@.organization3/tls
/tlscacerts/* ${PWD}/../crypto-
config/peerOrganizations/organization3/msp/tlscacerts/ca.crt

mkdir ${PWD}/../crypto-
config/peerOrganizations/organization3/tlsca
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cp ${PWD}/../crypto-
config/peerOrganizations/organization3/peers/peer@.organization3/tls
/tlscacerts/* ${PWD}/../crypto-
config/peerOrganizations/organization3/tlsca/tlsca-organization3-
cert.pem

mkdir ${PWD}/../crypto-config/peerOrganizations/organization3/ca

cp ${PWD}/../crypto-
config/peerOrganizations/organization3/peers/peer@.organization3/msp
/cacerts/* ${PWD}/../crypto-
config/peerOrganizations/organization3/ca/ca-organization3-cert.pem

mkdir -p ../crypto-config/peerOrganizations/organization3/users
mkdir -p ../crypto-
config/peerOrganizations/organization3/users/Userl@organization3

echo
echo "## Generate the user msp"
echo

fabric-ca-client enroll -u https://userl:userlpw@localhost:1003 --
caname ca-organization3 -M ${PWD}/../crypto-
config/peerOrganizations/organization3/users/Userl@organization3/msp
--tls.certfiles ${PWD}/fabric-ca/org3/tls-cert.pem

mkdir -p ../crypto-
config/peerOrganizations/organization3/users/Admin@organization3

echo
echo "## Generate the org admin msp"
echo

fabric-ca-client enroll -u
https://org3admin:org3adminpw@localhost:1003 --caname ca-
organization3 -M ${PWD}/../crypto-
config/peerOrganizations/organization3/users/Admin@organization3/msp
--tls.certfiles ${PWD}/fabric-ca/org3/tls-cert.pem

cp ${PWD}/../crypto-
config/peerOrganizations/organization3/msp/config.yaml
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${PWD}/../crypto-
config/peerOrganizations/organization3/users/Admin@organization3/msp
/config.yaml

}

createCretificatesForOrderer() {
echo
echo "Enroll the CA admin"
echo

mkdir -p ../crypto-config/ordererOrganizations/example.com

export FABRIC_CA CLIENT_HOME=${PWD}/../crypto-
config/ordererOrganizations/example.com

fabric-ca-client enroll -u https://admin:adminpw@localhost:9054 --
caname ca-orderer --tls.certfiles ${PWD}/fabric-ca/ordererOrg/tls-
cert.pem

echo 'NodeOUs:
Enable: true
ClientOUIdentifier:
Certificate: cacerts/localhost-9054-ca-orderer.pem
OrganizationalUnitIdentifier: client
PeerOUIdentifier:
Certificate: cacerts/localhost-9054-ca-orderer.pem
OrganizationalUnitIdentifier: peer
AdminOUIdentifier:
Certificate: cacerts/localhost-9054-ca-orderer.pem
OrganizationalUnitIdentifier: admin
OrdererOUIdentifier:
Certificate: cacerts/localhost-9054-ca-orderer.pem
OrganizationalUnitIdentifier: orderer' >${PWD}/../crypto-
config/ordererOrganizations/example.com/msp/config.yaml

echo
echo "Register orderer”
echo

fabric-ca-client register --caname ca-orderer --id.name orderer --
id.secret ordererpw --id.type orderer --tls.certfiles ${PWD}/fabric-
ca/ordererOrg/tls-cert.pem
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echo
echo "Register orderer2"
echo

fabric-ca-client register --caname ca-orderer --id.name orderer2 -
-id.secret ordererpw --id.type orderer --tls.certfiles
${PWD}/fabric-ca/ordererOrg/tls-cert.pem

echo
echo "Register orderer3”
echo

fabric-ca-client register --caname ca-orderer --id.name orderer3 -
-id.secret ordererpw --id.type orderer --tls.certfiles
${PWD}/fabric-ca/ordererOrg/tls-cert.pem

echo
echo "Register the orderer admin"
echo

fabric-ca-client register --caname ca-orderer --id.name
ordererAdmin --id.secret ordererAdminpw --id.type admin --
tls.certfiles ${PWD}/fabric-ca/ordererOrg/tls-cert.pem

mkdir -p ../crypto-
config/ordererOrganizations/example.com/orderers

# mkdir -p ../crypto-
config/ordererOrganizations/example.com/orderers/example.com

# Orderer

mkdir -p ../crypto-
config/ordererOrganizations/example.com/orderers/orderer.example.com

echo
echo "## Generate the orderer msp"
echo
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fabric-ca-client enroll -u

https://orderer:ordererpw@localhost:9054 --caname ca-orderer -M

${PWD}/../crypto-

config/ordererOrganizations/example.com/orderers/orderer.example.com
/msp --csr.hosts orderer.example.com --csr.hosts localhost --
tls.certfiles ${PWD}/fabric-ca/ordererOrg/tls-cert.pem

cp ${PWD}/../crypto-
config/ordererOrganizations/example.
${PWD}/../crypto-
config/ordererOrganizations/example.
/msp/config.yaml

echo
echo "## Generate the orderer-tls
echo

fabric-ca-client enroll -u
https://orderer:ordererpw@localhost:
${PWD}/../crypto-
config/ordererOrganizations/example.
/tls --enrollment.profile tls --csr.
csr.hosts localhost --tls.certfiles
cert.pem

cp ${PWD}/../crypto-
config/ordererOrganizations/example.
/tls/tlscacerts/* ${PWD}/../crypto-
config/ordererOrganizations/example.
/tls/ca.crt

cp ${PWD}/../crypto-
config/ordererOrganizations/example.
/tls/signcerts/* ${PWD}/../crypto-
config/ordererOrganizations/example.
/tls/server.crt

cp ${PWD}/../crypto-
config/ordererOrganizations/example.
/tls/keystore/* ${PWD}/../crypto-
config/ordererOrganizations/example.
/tls/server.key

com/msp/config.yaml

com/orderers/orderer.example.com

certificates"”

9054 --caname ca-orderer -M

com/orderers/orderer.example.com
hosts orderer.example.com --
${PWD}/fabric-ca/ordererOrg/tls-

com/orderers/orderer.

com/orderers/orderer.

com/orderers/orderer.

com/orderers/orderer.

com/orderers/orderer.

com/orderers/orderer.

example.

example.

example.

example.

example.

example.

com

com

com

com

com

com
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mkdir ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer
/msp/tlscacerts

cp ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer
/tls/tlscacerts/* ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer
/msp/tlscacerts/tlsca.example.com-cert.pem

mkdir ${PWD}/../crypto-
config/ordererOrganizations/example.com/msp/tlscacerts

cp ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer
/tls/tlscacerts/* ${PWD}/../crypto-

.example.

.example.

.example.

.example.

com

com

com

com

config/ordererOrganizations/example.com/msp/tlscacerts/tlsca.example

.com-cert.pem

# Orderer 2

mkdir -p ../crypto-

config/ordererOrganizations/example.com/orderers/orderer2.example.co

m
echo
echo "## Generate the orderer msp"

echo

fabric-ca-client enroll -u

https://orderer2:ordererpw@localhost:9054 --caname ca-orderer -M

${PWD}/../crypto-

config/ordererOrganizations/example.com/orderers/orderer2.example.co
m/msp --csr.hosts orderer2.example.com --csr.hosts localhost --

tls.certfiles ${PWD}/fabric-ca/ordererOrg/tls-cert.pem

cp ${PWD}/../crypto-
config/ordererOrganizations/example.com/msp/config.yaml
${PWD}/../crypto-

config/ordererOrganizations/example.com/orderers/orderer2.example.co

m/msp/config.yaml

echo
echo "## Generate the orderer-tls certificates”
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echo

fabric-ca-client enroll -u

https://orderer2:ordererpw@localhost:9054 --caname ca-orderer -M

${PWD}/../crypto-

config/ordererOrganizations/example.com/orderers/orderer2.example.co

m/tls --enrollment.profile tls --csr.hosts orderer2.example.com --

csr.hosts localhost --tls.certfiles ${PWD}/fabric-ca/ordererOrg/tls-

cert.pem

cp ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer2.
m/tls/tlscacerts/* ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer2.
m/tls/ca.crt

cp ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer2.
m/tls/signcerts/* ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer2.
m/tls/server.crt

cp ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer2.
m/tls/keystore/* ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer2.
m/tls/server.key

mkdir ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer2.
m/msp/tlscacerts

cp ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer2.
m/tls/tlscacerts/* ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer2.
m/msp/tlscacerts/tlsca.example.com-cert.pem

# mkdir ${PWD}/../crypto-
config/ordererOrganizations/example.com/msp/tlscacerts

# cp ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer2.
m/tls/tlscacerts/* ${PWD}/../crypto-

example.

example.

example.

example.

example.

example.

example.

example.

example.

example.

co

co

co

co

co

co

co

co

co

co

config/ordererOrganizations/example.com/msp/tlscacerts/tlsca.example

.com-cert.pem
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# Orderer 3

mkdir -p ../crypto-
config/ordererOrganizations/example.com/orderers/orderer3.example.co
m

echo
echo "## Generate the orderer msp"
echo

fabric-ca-client enroll -u
https://orderer3:ordererpw@localhost:9054 --caname ca-orderer -M
${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer3.example.co
m/msp --csr.hosts orderer3.example.com --csr.hosts localhost --
tls.certfiles ${PWD}/fabric-ca/ordererOrg/tls-cert.pem

cp ${PWD}/../crypto-
config/ordererOrganizations/example.com/msp/config.yaml
${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer3.example.co
m/msp/config.yaml

echo
echo "## Generate the orderer-tls certificates”
echo

fabric-ca-client enroll -u
https://orderer3:ordererpw@localhost:9054 --caname ca-orderer -M
${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer3.example.co
m/tls --enrollment.profile tls --csr.hosts orderer3.example.com --
csr.hosts localhost --tls.certfiles ${PWD}/fabric-ca/ordererOrg/tls-
cert.pem

cp ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer3.example.co
m/tls/tlscacerts/* ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer3.example.co
m/tls/ca.crt

cp ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer3.example.co
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m/tls/signcerts/* ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer3.
m/tls/server.crt

cp ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer3.
m/tls/keystore/* ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer3.
m/tls/server.key

mkdir ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer3.
m/msp/tlscacerts

cp ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer3.
m/tls/tlscacerts/* ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer3.
m/msp/tlscacerts/tlsca.example.com-cert.pem

# mkdir ${PWD}/../crypto-
config/ordererOrganizations/example.com/msp/tlscacerts

# cp ${PWD}/../crypto-
config/ordererOrganizations/example.com/orderers/orderer3.
m/tls/tlscacerts/* ${PWD}/../crypto-

example.

example.

example.

example.

example.

example.

example.

co

co

co

co

co

co

co

config/ordererOrganizations/example.com/msp/tlscacerts/tlsca.example

.com-cert.pem

mkdir -p ../crypto-config/ordererOrganizations/example.com/users

mkdir -p ../crypto-

config/ordererOrganizations/example.com/users/Admin@example.com

echo
echo "## Generate the admin msp"
echo

fabric-ca-client enroll -u

https://ordererAdmin:ordererAdminpw@localhost:9054 --caname ca-

orderer -M ${PWD}/../crypto-

config/ordererOrganizations/example.com/users/Admin@example.com/msp

--tls.certfiles ${PWD}/fabric-ca/ordererOrg/tls-cert.pem
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cp ${PWD}/../crypto-
config/ordererOrganizations/example.com/msp/config.yaml
${PWD}/../crypto-
config/ordererOrganizations/example.com/users/Admin@example.com/msp/
config.yaml

# sudo rm -rf ../crypto-config/*
# sudo rm -rf fabric-ca/*
createcertificatesForOrgl
createCertificatesForOrg2
createCertificatesForOrg3

createCretificatesForOrderer

# DOCKER-COMPOSE CERTIFICATE
version: '2'

networks:
test:

services:

ca_orgl:
image: hyperledger/fabric-ca
environment:
- FABRIC_CA HOME=/etc/hyperledger/fabric-ca-server
- FABRIC_CA_SERVER_CA_NAME=ca-organizationl
- FABRIC_CA SERVER_TLS_ENABLED=true
- FABRIC_CA SERVER_PORT=1001

ports:

- "1e01:1001"
command: sh -c 'fabric-ca-server start -b admin:adminpw -d'
volumes:

- ./fabric-ca/orgl:/etc/hyperledger/fabric-ca-server
container_name: ca-organizationl
hostname: ca-organizationl
networks:

- test

ca_org2:



image: hyperledger/fabric-ca
environment:
FABRIC_CA_HOME=/etc/hyperledger/fabric-ca-server
FABRIC_CA_SERVER_CA_ NAME=ca-organization2

- FABRIC_CA_SERVER_TLS_ENABLED=true

- FABRIC_CA_SERVER_PORT=1002
ports:

- "1002:1002"
command: sh -c 'fabric-ca-server start -b admin:adminpw -d'
volumes:

- ./fabric-ca/org2:/etc/hyperledger/fabric-ca-server
container_name: ca-organization2
hostname: ca-organization2
networks:

- test

ca_org3:
image: hyperledger/fabric-ca
environment:
- FABRIC_CA HOME=/etc/hyperledger/fabric-ca-server
- FABRIC_CA_SERVER_CA_NAME=ca-organization3
- FABRIC_CA SERVER_TLS_ENABLED=true
- FABRIC_CA_SERVER_PORT=1003
ports:
- "1003:1003"
command: sh -c 'fabric-ca-server start -b admin:adminpw -d'
volumes:
- ./fabric-ca/org3:/etc/hyperledger/fabric-ca-server
container_name: ca-organization3
hostname: ca-organization3
networks:
- test

ca_orderer:

image: hyperledger/fabric-ca

environment:
FABRIC_CA_HOME=/etc/hyperledger/fabric-ca-server
FABRIC_CA_SERVER_CA_NAME=ca-orderer
FABRIC_CA SERVER_TLS_ENABLED=true
FABRIC_CA_SERVER_PORT=9054
ports:

- "9054:9054"
command: sh -c 'fabric-ca-server start -b admin:adminpw -d'
volumes:

- ./fabric-ca/ordererOrg:/etc/hyperledger/fabric-ca-server



container_name: ca_orderer
networks:
- test

# DEPLOY CHAINCODE

export CORE_PEER_TLS_ENABLED=true

export ORDERER_CA=${PWD}/artifacts/channel/crypto-
config/ordererOrganizations/example.com/orderers/orderer.example.com
/msp/tlscacerts/tlsca.example.com-cert.pem

export PEER@_ORG1_CA=${PWD}/artifacts/channel/crypto-
config/peerOrganizations/organizationl/peers/peer@.organizationl/tls
/ca.crt

export PEER@_ORG2_CA=${PWD}/artifacts/channel/crypto-
config/peerOrganizations/organization2/peers/peer@.organization2/tls
/ca.crt

export PEER@_ORG3_CA=${PWD}/artifacts/channel/crypto-
config/peerOrganizations/organization3/peers/peer@.organization3/tls
/ca.crt

export FABRIC_CFG_PATH=${PWD}/artifacts/channel/config/

export CHANNEL_NAME=smartgrid

setGlobalsForOrderer() {

export CORE_PEER _LOCALMSPID="OrdererMSP"

export
CORE_PEER_TLS_ROOTCERT_FILE=${PWD}/artifacts/channel/crypto-
config/ordererOrganizations/example.com/orderers/orderer.example.com
/msp/tlscacerts/tlsca.example.com-cert.pem

export CORE_PEER_MSPCONFIGPATH=${PWD}/artifacts/channel/crypto-
config/ordererOrganizations/example.com/users/Admin@example.com/msp

setGlobalsForPeer@Orgl() {
export CORE_PEER_LOCALMSPID="OrglMSP"
export CORE_PEER_TLS_ROOTCERT_FILE=$PEER®_ORG1_CA
export CORE_PEER_MSPCONFIGPATH=${PWD}/artifacts/channel/crypto-
config/peerOrganizations/organizationl/users/Admin@organizationl/msp
export CORE_PEER_ADDRESS=localhost:7051

setGlobalsForOrgl() {
export CORE_PEER_LOCALMSPID="OrglMSP"
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export CORE_PEER_TLS_ROOTCERT_FILE=$PEER@_ORG1_CA

export CORE_PEER_MSPCONFIGPATH=${PWD}/artifacts/channel/crypto-
config/peerOrganizations/organizationl/users/Userl@organizationl/msp

export CORE_PEER_ADDRESS=1ocalhost:7051

setGlobalsForPeeroOrg2() {
export CORE_PEER_LOCALMSPID="Org2MsP"
export CORE_PEER_TLS ROOTCERT_FILE=$PEER@® _ORG2_CA
export CORE_PEER_MSPCONFIGPATH=${PWD}/artifacts/channel/crypto-
config/peerOrganizations/organization2/users/Admin@organization2/msp
export CORE_PEER_ADDRESS=localhost:9051

setGlobalsForPeeroOrg3(){
export CORE_PEER_LOCALMSPID="0rg3MSP"
export CORE_PEER_TLS_ROOTCERT_FILE=$PEER@_ORG3_CA
export CORE_PEER_MSPCONFIGPATH=${PWD}/artifacts/channel/crypto-
config/peerOrganizations/organization3/users/Admin@organization3/msp
export CORE_PEER_ADDRESS=1localhost:11051

presetup() {
echo Vendoring Go dependencies ...

pushd ./artifacts/smartcontract/go
GO111MODULE=on go mod vendor

popd

echo Finished vendoring Go dependencies

}
# presetup

CHANNEL_NAME="smartgrid"
CC_RUNTIME_LANGUAGE="golang"

VERSION="1"

SEQUENCE="1"
CC_SRC_PATH="./artifacts/smartcontract/go"
CC_NAME="smartcontract”

packageChaincode() {
rm -rf ${CC_NAME}.tar.gz
setGlobalsForPeeroOrgl
peer lifecycle chaincode package ${CC_NAME}.tar.gz \
--path ${CC_SRC_PATH} --lang ${CC_RUNTIME_LANGUAGE} \
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--label ${CC_NAME} ${VERSION}
echo "===================== Chaincode is packaged

# packageChaincode

installChaincode() {
setGlobalsForPeereorgl
peer lifecycle chaincode install ${CC_NAME}.tar.gz
echo "===================== Chaincode is installed on peer@.orgl

setGlobalsForPeeroOrg2
peer lifecycle chaincode install ${CC_NAME}.tar.gz
echo "===================== Chaincode is installed on peer@.org2

setGlobalsForPeeroOrg3
peer lifecycle chaincode install ${CC_NAME}.tar.gz
echo "===================== Chaincode is installed on peer@.org3

# installChaincode

queryInstalled() {

setGlobalsForPeereOrgl

peer lifecycle chaincode queryinstalled >&log.txt

cat log.txt

PACKAGE_ID=%$(sed -n "/${CC_NAME} ${VERSION}/{s/~Package ID: //;
s/, Label:.*$//; p;}" log.txt)

echo PackageID is ${PACKAGE_ID}

echo "===================== Query installed successful on
peer@.orgl on channel =====================

}

# queryInstalled

# --collections-config ./artifacts/private-
data/collections_config.json \
# --signature-policy "OR('OrglMSP.member', 'Org2MSP.member')"

\

approveForMyOrgl() {
setGlobalsForPeeroOrgl
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# set -x

peer lifecycle chaincode approveformyorg -o localhost:7050 \
--ordererTLSHostnameOverride orderer.example.com --tls \
--cafile $ORDERER_CA --channelID $CHANNEL_NAME --name

${CC_NAME} --version ${VERSION} \

--init-required --package-id ${PACKAGE_ID} \
--sequence ${SEQUENCE}

# set +x

echo "===================== chaincode approved from org 1

queryInstalled
# approveForMyOrgl

# --signature-policy "OR ('OrglMSP.member')"

# --peerAddresses localhost:7051 --tlsRootCertFiles $PEER®_ORG1_CA -
-peerAddresses localhost:9051 --tlsRootCertFiles $PEERO® ORG2 CA

# --peerAddresses peer@.organizationl:7051 --tlsRootCertFiles
$PEERO_ORG1_CA --peerAddresses peer@.organization2:9051 --
tlsRootCertFiles $PEERO_ORG2_CA

#--channel-config-policy Channel/Application/Admins

# --signature-policy "OR ('OrglMSP.peer', 'Org2MSP.peer')"

checkCommitReadyness() {
setGlobalsForPeereOrgl
peer lifecycle chaincode checkcommitreadiness \
--channelID $CHANNEL_NAME --name ${CC_NAME} --version
${VERSION} \
--sequence ${VERSION} --output json --init-required
echo "===================== checking commit readyness from org 1

# checkCommitReadyness

approveForMyOrg2() {
setGlobalsForPeeroOrg2

peer lifecycle chaincode approveformyorg -o localhost:7050 \
--ordererTLSHostnameOverride orderer.example.com --tls
$CORE_PEER_TLS_ENABLED \
--cafile $ORDERER_CA --channelID $CHANNEL NAME --name
${CC_NAME} \
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--version ${VERSION} --init-required --package-id
${PACKAGE_ID} \
--sequence ${SEQUENCE}

echo "===================== chaincode approved from org 2

# queryInstalled
# approveForMyOrg2

checkCommitReadyness() {

setGlobalsForPeeroOrg2
peer lifecycle chaincode checkcommitreadiness --channellD
$CHANNEL_NAME \
--peerAddresses localhost:9051 --tlsRootCertFiles
$PEER@_ORG2_CA \
--name ${CC_NAME} --version ${VERSION} --sequence ${VERSION}
--output json --init-required
echo "===================== checking commit readyness from org 1

# checkCommitReadyness

approveForMyOrg3() {
setGlobalsForPeeroOrg3

peer lifecycle chaincode approveformyorg -o localhost:7050 \

--ordererTLSHostnameOverride orderer.example.com --tls
$CORE_PEER_TLS_ENABLED \

--cafile $ORDERER_CA --channelID $CHANNEL_NAME --name
${CC_NAME} \

--version ${VERSION} --init-required --package-id
${PACKAGE_ID} \

--sequence ${SEQUENCE}

echo "===================== chaincode approved from org 2

# queryInstalled
# approveForMyOrg3



checkCommitReadyness() {

setGlobalsForPeeroOrg3
peer lifecycle chaincode checkcommitreadiness --channellD
$CHANNEL_NAME \
--peerAddresses localhost:11051 --tlsRootCertFiles
$PEER®_ORG3_CA \
--name ${CC_NAME} --version ${VERSION} --sequence ${VERSION}
--output json --init-required
echo "===================== checking commit readyness from org 1

# checkCommitReadyness

commitChaincodeDefination() {
setGlobalsForPeeroOrgl
peer lifecycle chaincode commit -o localhost:7050 --
ordererTLSHostnameOverride orderer.example.com \
--tls $CORE_PEER_TLS ENABLED --cafile $ORDERER_CA \
--channelID $CHANNEL_NAME --name ${CC_NAME} \
--peerAddresses localhost:7051 --tlsRootCertFiles
$PEER®_ORG1_CA \
--peerAddresses localhost:9051 --tlsRootCertFiles
$PEER®_ORG2_CA \
--peerAddresses localhost:11051 --tlsRootCertFiles
$PEERO_ORG3_CA \
--version ${VERSION} --sequence ${SEQUENCE} --init-required

# commitChaincodeDefination

queryCommitted() {

setGlobalsForPeereorgl

peer lifecycle chaincode querycommitted --channellD
$CHANNEL_NAME --name ${CC_NAME}

# queryCommitted

chaincodeInvokeInit() {
setGlobalsForPeerooOrgl
peer chaincode invoke -o localhost:7050 \
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--ordererTLSHostnameOverride orderer.example.com \

--tls $CORE_PEER_TLS ENABLED --cafile $ORDERER_CA \

-C $CHANNEL_NAME -n ${CC_NAME} \

--peerAddresses localhost:7051 --tlsRootCertFiles
$PEERQ_ORG1_CA \

--peerAddresses localhost:9051 --tlsRootCertFiles
$PEER@_ORG2_CA \

--peerAddresses localhost:11051 --tlsRootCertFiles
$PEER®_ORG3_CA \

--isInit -c "{"Args":[]}’

# chaincodeInvokeInit

chaincodeInvoke() {
setGlobalsForPeeroOrgl

# Create Car
peer chaincode invoke -0 localhost:7050 \
--ordererTLSHostnameOverride orderer.example.com \
--tls $CORE_PEER_TLS_ENABLED \
--cafile $ORDERER_CA \
-C $CHANNEL_NAME -n ${CC_NAME} \
--peerAddresses localhost:7051 --tlsRootCertFiles
$PEER®_ORG1_CA \
--peerAddresses localhost:9051 --tlsRootCertFiles
$PEER®_ORG2_CA \
--peerAddresses localhost:11051 --tlsRootCertFiles
$PEERO_ORG3_CA \
-c "{"function": "CreateData","Args":["PV-0", "lkwh",
"testing", "Usere","2023"]}'

# chaincodeInvoke

chaincodeInvokeDeleteAsset() {
setGlobalsForPeereOrgl

# Create Car

peer chaincode invoke -0 localhost:7050 \
--ordererTLSHostnameOverride orderer.example.com \
--tls $CORE_PEER_TLS_ENABLED \
--cafile $ORDERER_CA \
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-C $CHANNEL_NAME -n ${CC_NAME} \

--peerAddresses localhost:7051 --tlsRootCertFiles
$PEERQ_ORG1_CA \

--peerAddresses localhost:9051 --tlsRootCertFiles
$PEERQ_ORG2_CA \

--peerAddresses localhost:11051 --tlsRootCertFiles
$PEER@_ORG3_CA \

-c "{"function": "DeleteDataById","Args":["PV-0"]}"'

# chaincodeInvokeDeleteAsset

chaincodeQuery() {
setGlobalsForPeeroOrgl
# setGlobalsForOrgl

# Query all cars
peer chaincode query -C $CHANNEL_NAME -n ${CC_NAME} -c
"{"Args":["QueryAllDatas"]}"'

# Query Car by Id

peer chaincode query -C $CHANNEL_NAME -n ${CC_NAME} -c
"{"function": "QueryData","Args":["PV-0"]}"
}

# chaincodeQuery

# Run this function if you add any new dependency in chaincode
presetup

packageChaincode
installChaincode
queryInstalled
approveForMyOrgl
checkCommitReadyness
approveForMyOrg2
checkCommitReadyness
approveForMyOrg3
checkCommitReadyness
commitChaincodeDefination
queryCommitted
chaincodeInvokelInit
sleep 5
chaincodeInvoke
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sleep 3
chaincodeQuery

# CREATE CHANNEL

export CORE_PEER_TLS_ENABLED=true

export ORDERER_CA=${PWD}/artifacts/channel/crypto-
config/ordererOrganizations/example.com/orderers/orderer.example.com
/msp/tlscacerts/tlsca.example.com-cert.pem

export PEER@_ORG1_CA=${PWD}/artifacts/channel/crypto-
config/peerOrganizations/organizationl/peers/peer@.organizationl/tls
/ca.crt

export PEER@_ORG2_CA=${PWD}/artifacts/channel/crypto-
config/peerOrganizations/organization2/peers/peer@.organization2/tls
/ca.crt

export PEER@_ORG3_CA=${PWD}/artifacts/channel/crypto-
config/peerOrganizations/organization3/peers/peer@.organization3/tls
/ca.crt

export FABRIC_CFG_PATH=${PWD}/artifacts/channel/config/

export CHANNEL_NAME=smartgrid

setGlobalsForPeeroOrgl(){
export CORE_PEER_LOCALMSPID="0OrglMSP"
export CORE_PEER_TLS_ROOTCERT_FILE=$PEER®_ORG1_CA
export CORE_PEER_MSPCONFIGPATH=${PWD}/artifacts/channel/crypto-
config/peerOrganizations/organizationl/users/Admin@organizationl/msp
export CORE_PEER_ADDRESS=1localhost:7051

setGlobalsForPeeroOrg2(){
export CORE_PEER_LOCALMSPID="0rg2MSP"
export CORE_PEER_TLS_ROOTCERT_FILE=$PEER@_ORG2_CA
export CORE_PEER_MSPCONFIGPATH=${PWD}/artifacts/channel/crypto-
config/peerOrganizations/organization2/users/Admin@organization2/msp
export CORE_PEER_ADDRESS=1localhost:9051

setGlobalsForPeere0rg3(){
export CORE_PEER_LOCALMSPID="0Org3MSP"
export CORE_PEER_TLS_ROOTCERT_FILE=$PEER@_ORG3_CA
export CORE_PEER_MSPCONFIGPATH=${PWD}/artifacts/channel/crypto-
config/peerOrganizations/organization3/users/Admin@organization3/msp
export CORE_PEER_ADDRESS=1localhost:11051
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createChannel(){
rm -rf ./channel-artifacts/*
setGlobalsForPeeroorgl

peer channel create -o localhost:7050 -c $CHANNEL_NAME \

--ordererTLSHostnameOverride orderer.example.com \

-f ./artifacts/channel/${CHANNEL_NAME}.tx --outputBlock
./channel-artifacts/${CHANNEL_NAME}.block \

--tls $CORE_PEER_TLS_ENABLED --cafile $ORDERER_CA

}
removeOldCrypto(){
rm -rf ./api-1.4/crypto/*
rm -rf ./api-1.4/fabric-client-kv-orgl/*
rm -rf ./api-2.0/orgl-wallet/*
rm -rf ./api-2.0/org2-wallet/*
}
joinChannel(){
setGlobalsForPeereOrgl
peer channel join -b ./channel-artifacts/$CHANNEL_ NAME.block
setGlobalsForPeeroOrg2
peer channel join -b ./channel-artifacts/$CHANNEL_NAME.block
setGlobalsForPeeroOrg3
peer channel join -b ./channel-artifacts/$CHANNEL_NAME.block
}
updateAnchorPeers(){

setGlobalsForPeereoOrgl

peer channel update -o localhost:7050 --
ordererTLSHostnameOverride orderer.example.com -c $CHANNEL_NAME -f
./artifacts/channel/${CORE_PEER_LOCALMSPID}anchors.tx --tls
$CORE_PEER_TLS ENABLED --cafile $ORDERER_CA

setGlobalsForPeeroOrg2
peer channel update -o localhost:7050 --
ordererTLSHostnameOverride orderer.example.com -c $CHANNEL_NAME -f
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./artifacts/channel/${CORE_PEER_LOCALMSPID}anchors.tx --tls
$CORE_PEER_TLS_ENABLED --cafile $ORDERER_CA

setGlobalsForPeeroOrg3

peer channel update -o localhost:7050 --
ordererTLSHostnameOverride orderer.example.com -c $CHANNEL NAME -f
./artifacts/channel/${CORE_PEER_LOCALMSPID}anchors.tx --tls
$CORE_PEER_TLS_ENABLED --cafile $ORDERER_CA

removeOldCrypto
createChannel

joinChannel
updateAnchorPeers
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